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Explanation :!

You can learn more about the benefits and drawbacks of 
decisions you make when developing systems on AWS by 
using the AWS Well-Architected Framework. You will discover 
architectural best practices for creating and managing 
dependable, secure, effective, and affordable cloud systems 
by utilizing the framework. It gives you a tool to regularly 
compare your architecture to best practices and pinpoint 
areas that need improvement.!

The operational excellence, security, dependability, 
performance effectiveness, cost optimization, and 
sustainability are the six pillars on which the AWS Well-
Architected Framework is built.!

The capacity to manage systems to create business value and 
continuously enhance auxiliary practices and processes is a 
component of the operational excellence pillar. In the cloud, 
you can treat your entire environment with the same 
engineering rigour that you do for application code. Your 
whole workload (applications, infrastructure) can be defined 
as code and updated via code. Your operational processes 
can be codified, and you can trigger them in reaction to 
events to automate their implementation.
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Explanation :!

A network access control list (network ACL) is a set of 
numbered rules that determines whether to accept traffic by 
ranking them in order of importance.!

For your instance, a security group serves as a virtual firewall 
to manage incoming and outgoing traffic. Rather than at the 
subnet level, security groups operate at the instance level. 
Because security groups are stateful, if you submit a request 
from your instance, any rules for inbound security group traffic 
are ignored and the response traffic for that request is 
permitted to enter. Before agreeing to let traffic, a security 
group considers all rules.!

!

via https://docs.aws.amazon.com/vpc/latest/userguide/
VPC_SecurityGroups.html Security group overview!

An optional layer of protection for your VPC is a network 
access control list (network ACL), which functions as a firewall 
for regulating traffic into and out of one or more subnets (i.e., 
it controls traffic at the subnet level). A numbered collection of 
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Explanation :!
At the end of the month, each AWS account provides its own 
invoice. By creating separate AWS accounts for development 
and production environments, you can receive distinct 
invoices for each environment.
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Explanation :!

You can easily set up, operate, and grow well-known open-
source compatible in-memory data stores in the cloud using 
Amazon ElastiCache. Build data-intensive applications or 
improve the performance of your current databases by getting 
data from in-memory data storage with high throughput and 
low latency. For real-time use cases like caching, session 
stores, gaming, geospatial services, real-time analytics, and 
queuing, Amazon ElastiCache is a popular option. Online 
analytical processing is not possible with ElastiCache.!

!
Using https://aws.amazon.com/elasticache/, find out how 
Amazon ElastiCache functions.
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Explanation :!

AWS CloudTrail, Route 53, Amazon Elastic Compute Cloud 
(Amazon EC2) instances, as well as other sources like on-
premises servers, can all produce log files that can be 
monitored, stored, and accessed using Amazon CloudWatch 
Logs.!

You can centralize the logs from any system, application, and 
AWS service you use using Amazon CloudWatch Logs into a 
single, highly scalable service. Then, it will be simple for you 
to see them, search for particular error codes or patterns, 
apply filters based on particular fields, or safely archive them 
for further examination.

3AWS CCP06 4 15.4 Answer = 4!
To duplicate data between different AWS regions, use S3 
cross-region replication (S3 CRR)!

Explanation :!

An object storage service called Amazon Simple Storage 
Service (Amazon S3) provides performance, security, and 
scalability that are unmatched in the market.!

Objects can be automatically and asynchronously copied 
between Amazon S3 buckets thanks to replication. The same 
AWS account or distinct AWS accounts may possess buckets 
that are set up for object replication. You can copy things 
within the same AWS area or between separate AWS regions.!

Even while Amazon S3 stores your data by default across 
several geographically distant availability zones, compliance 
regulations may necessitate that you store data even further 
away. To meet these requirements, you can replicate data 
between distant AWS regions using S3 cross-region 
replication (S3 CRR).
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Answer = 1!
AWS Lambda function versions should be maintained!

Explanation :!

According to the AWS Shared Responsibility Model, AWS is in charge 
of safeguarding the infrastructure that powers all of the AWS Cloud 
services. The facilities, networking, hardware, and software needed to 
run AWS cloud services make up this infrastructure.!

The customer's liability is decided by the AWS cloud services they 
choose under the AWS Shared liability Model. For services that are 
abstracted, like Amazon S3 and Amazon DynamoDB, AWS manages 
the platforms, operating system, and infrastructure layer. Customers 
access the endpoints to store and retrieve data. Customers are in 
charge of identifying their assets, managing their data (including 
encryption settings), and using IAM tools to assign the proper 
permissions.!

The customer is in charge of updating an AWS Lambda function's 
versions for the specified use case.!

through https://aws.amazon.com/compliance/shared-responsibility-
model/. AWS Shared Responsibility Model Overview!

!
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Explanation :!
With the help of your existing business intelligence (BI) tools 
and standard SQL, you can quickly and affordably analyze all 
of your data with Amazon Redshift, a quick and fully managed 
cloud data warehouse. It enables you to execute massively 
parallel queries while leveraging advanced query optimization, 
columnar storage on high-performance storage, and 
complicated analytic queries against terabytes to petabytes of 
structured data.
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Explanation :!

The majority of policies are kept in JSON format on AWS. 
JSON policy documents that you attach to a user or role are 
used to define identity-based policies and policies that 
determine permission limitations. JSON policy documents that 
you attach to a resource are resource-based policies.!

These components are found in a JSON policy document:!

At the top of the document is optional information for the 
entire policy.!

Several distinct statements!

Each statement contains details regarding a single permit. A 
statement is composed of a number of pieces that together 
comprise the information.!

The version of the policy language you want to utilize should 
be specified. Use the most recent 2012-10-17 version as a 
best practice.!

You can add more than one statement in a policy. Use this 
primary policy element as a container for the following 
elements.!

Include an optional statement ID in Sid to distinguish amongst 
your remarks.!

Effect: To specify whether the policy permits or prohibits 
access, use Allow or Deny.!
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Explanation :!

All users in your account should be subject to multi-factor 
authentication (MFA), according to AWS. Users have a device 
that produces a response to an authentication challenge when 
using multi-factor authentication (MFA). To complete the sign-
in procedure, the user's credentials and the device-generated 
answer are both necessary.!

Change your credentials frequently.!

You should frequently change your personal passwords and 
access keys, as well as those of all IAM users in your account, 
per AWS's advice. By doing this, you can limit how long a 
password or access key can be used to access your 
resources in the event that it is compromised without your 
awareness. Applying a password policy to your account will 
force all IAM users to change their passwords on a regular 
basis.!

Best practices for AWS IAM security may be found at !

!
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-©Beyond Smart Cities Private Limited 
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Explanation :!
AWS CodeDeploy is a service that automates the deployment 
of code to any instance, including instances hosted on-
premises and in Amazon EC2. You can deliver new features 
more quickly, avoid downtime during deployment, and handle 
the complexity of updating your apps with AWS CodeDeploy. 
AWS CodeDeploy enables deployment automation, doing 
away with the need for labor-intensive manual tasks. You may 
quickly deploy to one instance or thousands of instances 
because the service expands with your infrastructure.

3AWS CCP12 3 15.4 Answer = 3!
Both A and B!

Explanation :!

Designed for use with Amazon Elastic Compute Cloud 
(Amazon EC2) for both throughput and transaction-intensive 
applications at any scale, Amazon Elastic Block Store 
(Amazon EBS) is a user-friendly, high-performance block 
storage solution. On Amazon EBS, a wide variety of 
workloads are frequently implemented, including relational 
and non-relational databases, corporate applications, 
containerized applications, big data analytics engines, file 
systems, and media workflows.!

Block-level temporary storage is provided for your EC2 
instance by an instance store. Disks that are physically 
connected to the host computer house this storage. Instance 
storage is perfect for replicating data across a fleet of 
instances, such as a load-balanced pool of web servers, or for 
the temporary storage of information that changes often, such 
as buffers, caches, scratch data, and other transient material. 
Data is lost if an instance fails or is terminated since instance 
storage is only transitory. File sharing between instances is 
not possible using the Amazon EC2 instance storage.
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Explanation :!

When compared to on-demand instance pricing, reserved instances 
(RI) provide you significant savings (up to 72%) on your Amazon 
Elastic Compute Cloud (Amazon EC2) expenses. Reserved Instances 
(RI) are a billing discount that is applied to the use of on-demand 
instances in your account; they are not actual physical instances. A 
reserved instance (RI) can be purchased for a one-year or three-year 
commitment, with the third year providing a greater savings.!

Overview of the pricing options for Amazon Elastic Compute Cloud 
(Amazon EC2) may be found at !

!
https://aws.amazon.com/ec2/pricing!
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Explanation :!

When AWS is having occurrences that could affect you, the 
AWS Health Dashboard - Your Account Health warns you and 
offers corrective advice.!

AWS Health Dashboard - Your account health, notifications 
are sent out when your AWS resources' health changes, 
providing you with event visibility and advice to help you 
immediately identify and fix problems.!

To find out the most recent status, visit !
https://health.aws.amazon.com/health/home.

3AWS CCP15 2 15.4 Answer = 2!
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Explanation :!
Using Amazon CloudWatch, you can keep an eye on your 
anticipated AWS costs. Billing metric data, which represents 
global charges, is kept in the US East (N. Virginia) region. 
Along with the expected total of your AWS charges, this 
information contains the estimated costs for each service in 
AWS that you utilize.
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Answer = 1!
Region AWS!

Explanation :!

The actual place where AWS develops its data centers is 
known as an AWS Region. An Availability Zone (AZ) is a set of 
logical data centers. Each AWS region is made up of a 
number of geographically distinct, isolated, and physically 
independent AZs.!

Regarding AWS regions in the US, please refer to this 
illustration:!

!
 through - https://aws.amazon.com/about-aws/global-
infrastructure/regions_az
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Explanation :!
For files accessed less frequently, Amazon Elastic File System 
(Amazon EFS) - Infrequent Access storage class is cost-
optimized. Each time you read from or write to a file on the 
Amazon Elastic File System (Amazon EFS) - Infrequent Access 
storage type, you will be charged a price.!
Your block data is preserved as a point-in-time copy using 
Amazon EBS snapshots. A complete copy of your data is 
saved by Amazon EBS to Amazon S3 on the initial snapshot 
of a volume. Because Amazon EBS Snapshots are stored 
incrementally, you are only charged for the stored modified 
blocks.
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Explanation :!

Trusted Advisor for AWS!

An online application called AWS Trusted Advisor offers real-
time advice to help you supply your resources in accordance 
with AWS best practices. Regular recommendations from 
Trusted Advisor help maintain your solutions provisioned at 
their best, whether for creating new workflows, creating 
applications, or as part of continuing improvement. AWS 
Trusted Advisor examines your AWS infrastructure and offers 
best practice advice in the following five areas: cost reduction, 
performance improvement, security enhancement, fault 
tolerance, and service limit adjustments.!

The Amazon Elastic Compute Cloud (Amazon EC2) instances 
that have been running at any point in the previous 14 days 
are checked by AWS Trusted Advisor, which notifies you if the 
daily CPU utilization is 10% or less and the network I/O is 5 
MB or less on four or more days.!

See https://aws.amazon.com/premiumsupport/technology/
trusted-advisor/ for more information on how AWS Trusted 
Advisor functions.!

!

Finding low-utilization Amazon EC2 instances with AWS 
Trusted Advisor is possible by visiting this link:!

!
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Explanation :!

AWS and the customer both share responsibilities for security 
and compliance. With AWS maintaining, managing, and 
controlling every component, from the host operating system 
and virtualization layer down to the physical security of the 
premises in which the service is housed, this shared model 
might lessen the operational load placed on the customer.!

Security 'of' the Cloud is the responsibility of AWS.!

The infrastructure that powers all of the services provided by 
the AWS Cloud is under the control of AWS. The facilities, 
networking, hardware, and software used to run AWS Cloud 
services make up this infrastructure.!

AWS manages the infrastructure layer, the operating system, 
and platforms for abstracted services like Amazon S3.!

For services that are abstracted, like Amazon S3 and Amazon 
DynamoDB, AWS manages the platforms, operating system, 
and infrastructure layer. Customers access the endpoints to 
store and retrieve data.!

Overview of the AWS Shared Responsibility Model may be 
found at!

!

©Beyond Smart Cities Private Limited 



3AWS CCP20 3 15.4

iPQ.No Correct 
Answer

Points Explanation 

Answer = 3!
2$+.//!'98%+.9/!27,(&,5(&(-?!Q.'%/!B2QD;!G%:(.'/;!,'3!M(+-9,&!R+(7,-%!
>&.93/!BMR>/D;!">C!('/-,'$%/!$,'!,$$%//!6(&%/!.'!,'!28,@.'!"&,/-($!A(&%!
=?/-%8!B28,@.'!"A=D!6(&%!/?/-%8!

Explanation :!

For high availability and durability, Amazon EFS is a local 
service that stores data within and across several Availability 
Zones (AZs). While on-premises servers can access your file 
system using AWS Direct Connect or AWS VPN, Amazon EC2 
instances can do so across AZs, regions, and VPCs.!

Overview of Amazon EFS available at: !

!
https://aws.amazon.com/efs
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Answer = 1!
Device with virtual multi-factor authentication (MFA)!

Explanation :!

A software application that simulates a physical device and 
runs on a phone or other device creates a six-digit numeric 
code using a time-synchronized one-time password 
technique. During sign-in, the user must enter a valid device 
code on a different webpage. A user must receive a different 
virtual multi-factor authentication (MFA) device each time. A 
user cannot authenticate by entering a code from another 
user's fictitious Multi-Factor Authentication (MFA) device.!

A virtual Multi-Factor Authentication (MFA) device is an 
example, such as Google Authenticator:!
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Explanation :!

The data needed to launch an instance is provided via an 
Amazon Machine Image (AMI). When launching an instance, 
you must supply an Amazon Machine Image (AMI).!

Among the components of an Amazon Machine Image (AMI) 
are these:!

a template for the root disk of the instance (for example, an 
operating system, an application server, and applications), one 
or more Amazon Elastic Block Store (Amazon EBS) 
snapshots, or, for example, store-backed AMIs.!

Which AWS accounts can launch instances using the Amazon 
Machine Image (AMI) are controlled by launch permissions.!

a block device mapping that designates the volumes that 
should be attached to the instance during launch.!

The Amazon Machine Image (AMI) lifecycle is depicted in the 
graphic below: !

!
via - https://docs.aws.amazon.com/AWSEC2/latest/
UserGuide/AMIs.html
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Explanation :!
Amazon CloudFront can help your website run more 
efficiently. Your website's files, including HTML, photos, and 
video, are made accessible from data centers all over the 
world (referred to as edge locations) by Amazon CloudFront. 
Amazon CloudFront automatically sends a file request from a 
website visitor to a copy of the requested file at the closest 
edge point. As a result, the visitor receives the content more 
quickly than if they had requested it from a data center that is 
further away.
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Answer = 1!
Backup routing!

Explanation :!

A highly scalable and available cloud Domain Name System 
(DNS) web service is Amazon Route 53. By converting names 
like www.example.com into the numeric IP addresses that 
computers use to connect to each other, such 192.0.2.1, it is 
intended to give developers and organizations an incredibly 
dependable and cost-effective way to route end users to 
Internet services.!

When you want to configure active-passive failover, you utilize 
a failover routing policy. When a resource is healthy, traffic can 
be sent to it. When the initial resource is ill, traffic can be 
routed to a different resource. The primary and secondary 
records can direct users to a complex tree of records or an 
Amazon S3 bucket that has been set up as a website.!

through – !

!
https://docs.aws.amazon.com/Route53/latest/
DeveloperGuide/routing-policy.html
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Explanation :!
The business must first develop resources in the new AWS 
Region before moving the pertinent data and applications 
there. The business must first generate resources in the new 
AWS Region before moving the pertinent data and 
applications there. The business cannot employ an off-the-
shelf product or service to make this move easier.

3AWS CCP26 4 15.4 Answer = 4!
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Explanation :!
The answers to the most typical and frequently asked 
questions are available in the AWS Knowledge Center. When 
looking for a fix or performing troubleshooting on an AWS 
service issue, one should start here. https://aws.amazon.com/
premiumsupport/knowledge-center/ is the website address for 
the Knowledge Center.

3AWS CCP27 3 15.4 Answer = 3!
Both A and B!

Explanation :!

With the goal of maintaining consistent, predictable performance at 
the lowest feasible cost, AWS Auto Scaling continuously monitors 
your applications and automatically modifies the capacity. It's simple 
to build up application scaling for numerous resources across many 
services in a matter of minutes using AWS Auto Scaling. You may 
create scaling plans for resources like Amazon EC2 instances and 
Spot Fleets, Amazon ECS tasks, Amazon DynamoDB tables and 
indexes, and Amazon Aurora Replicas using the service's 
straightforward but effective user interface.!

Scaling policies allow you to dynamically raise or decrease the 
number of instances in your group to adapt to changing 
circumstances. The Auto Scaling group starts or terminates the 
instances as necessary while the scaling policy is in place, adjusting 
the group's desired capacity between the minimum and maximum 
values that you define. Scaling is also possible on a schedule.!
.
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Explanation :!

You can run code with AWS Lambda without setting up or 
managing servers. You may execute code for practically any 
kind of application or backend service using AWS Lambda, all 
while requiring zero management. Simply upload your code, 
and Lambda will handle all the necessary steps to run and 
grow it with high availability.!

You only pay for what you really use with AWS Lambda. Your 
fees are determined by how many times your functions are 
called as well as how long it takes for your code to run. When 
AWS Lambda begins operating in response to an event 
notification or invoke call, including test invokes via the 
console, it counts each request as one. The execution time of 
your code is measured, rounded to the nearest 100ms, from 
the moment it starts until it returns or terminates.
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Explanation :!

An AWS resource may have a label called a Cost Allocation 
Tag applied by you or by AWS. An associated key and value 
make up each tag. Each tag key for a resource must be 
distinct, and each tag key can only have one value. Tags can 
be used to categorize your resources, and cost allocation tags 
can be used to track your AWS expenses in great detail.!

User-defined tags and tags generated by AWS are the two 
different forms of cost allocation tags offered by AWS. You 
define, create, and apply user-defined tags, while AWS 
defines, creates, and applies AWS generated tags for you. 
Before either sort of tag can be seen in Cost Explorer or on a 
cost allocation report, it must be activated independently.!

through - https://docs.aws.amazon.com/awsaccountbilling/
latest/aboutv2/cost-alloc-tags.html AWS Cost Allocation Tags 
Overview!
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Answer = 2!
Create multiple Availability Zones (AZ) for the Amazon Elastic Compute 
Cloud (Amazon EC2) instances inside the same AWS Region!

Explanation :!

AWS has the idea of a Region, which is a geographical area 
where AWS groups data centers. Each AWS Region is made 
up of several (three or more), isolated, and geographically 
distinct Availability Zones (AZ). Each Availability Zone (AZ) is 
connected by redundant, ultra-low-latency networks and has 
independent power, cooling, and physical security.!

One or more distinct data centers with redundant power, 
networking, and connectivity make up an Availability Zone 
(AZ) in an AWS Region. A physical area where AWS clusters 
data centers is referred to as an AWS Region. Customers now 
have the option to run production databases and applications 
that are more fault-tolerant, highly available, and scalable from 
Availability Zones (AZ) than from a single data center. In order 
to provide high-throughput, low-latency networking between 
Availability Zones (AZ), all Availability Zones (AZ) in an AWS 
Region are interconnected with high-bandwidth, low-latency 
networking over fully redundant, dedicated metro fiber.!

Using the following link: !

!
https://aws.amazon.com/about-aws/global-infrastructure/
regions_az/, AWS Regions and Availability Zones (AZ) are 
described.
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Explanation : 

According to the AWS Shared Responsibility Model, AWS is in 
charge of safeguarding the infrastructure that powers all of the 
AWS Cloud services. The facilities, networking, hardware, and 
software needed to run AWS cloud services make up this 
infrastructure. The AWS cloud services that the user chooses 
will define what is their responsibility.


AWS and the customer share responsibility for security and 
compliance. With AWS running the host operating system, the 
virtualization layer, and even the physical security of the 
premises where the service is housed, the operational burden 
on the user can be lessened thanks to this shared approach.


upgrades to an Amazon Elastic Compute Cloud (Amazon EC2) 
instance's operating system


The customer is in charge of maintaining security "in" the 
cloud. As an Infrastructure as a Service (IaaS) offering, 
Amazon Elastic Compute Cloud (Amazon EC2) requires the 
customer to carry out all required security configuration and 
management duties.


enabling data encryption for information kept in buckets 
provided by Amazon Simple Storage Service (Amazon S3)


Customers are in charge of managing their data (including 
encryption options), categorizing their assets, and using IAM 
tools to assign the proper permissions under the AWS Shared 
Responsibility Model.


through https://aws.amazon.com/compliance/shared-
responsibility-model/. AWS Shared Responsibility Model 
Overview
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Explanation : 

You can recognize objects, people, text, scenes, and activities 
in pictures and videos with Amazon Rekognition, and you can 
also screen out any offensive material. You can detect, 
analyze, and compare faces using Amazon Rekognition's 
highly accurate facial analysis and facial search capabilities 
for a variety of user verification, population counting, and 
public safety use cases.


Use-Cases for Amazon Recognition:





retrieved from: https://aws.amazon.com/rekognition
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Explanation : 

The data needed to launch an instance is provided via an 
Amazon Machine Image (AMI). When launching an instance, 
you must supply an Amazon Machine Image (AMI). When you 
require numerous instances with the same configuration, you 
can launch them all from a single AMI.


The Amazon Machine Image (AMI) and the Amazon EC2 
instance that will be launched must be in the same region. You 
can copy the Amazon Machine Image (AMI) to the region 
where you wish to start the EC2 instance if it already exists in 
another region. The performance of the Amazon EC2 instance 
is independent of the region of the Amazon Machine Image 
(AMI).


Overview of the Amazon Machine Images (AMI) service may 
be found at 




https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/
AMIs.html.
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Explanation : 

The on-demand, pay-as-you-go delivery of IT resources 
through the Internet is known as cloud computing. You can 
use technological services like computing power, storage, and 
databases on an as-needed basis from a cloud provider like 
Amazon Web Services (AWS), rather than purchasing, 
operating, and maintaining physical data centers and servers.


Agility: Agility is the capacity of the cloud to provide you with 
simple access to a wide range of technologies so that you can 
develop more quickly and construct almost anything you can 
think of. From infrastructure services like computation, 
storage, and databases to the Internet of Things, machine 
learning, data lakes, analytics, and much more, you can 
instantly spin up resources as you need them.

3AWS CCP35 4 15.4 Answer = 4
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Explanation : 
Running, stopping, and managing Docker containers on a 
cluster is simple using Amazon Elastic Container solution 
(Amazon ECS), a highly scalable, quick container 
management solution. You are able to manage the underlying 
servers yourself because this is not a completely managed 
service.
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Explanation : 

For files that are not accessed frequently, the Amazon EFS 
Standard-Infrequent Access (EFS Standard-IA) storage class 
lowers storage costs. It accomplishes this while maintaining 
Amazon Elastic File System's (Amazon EFS) high availability, 
robustness, elasticity, and POSIX file system access.


If you want to automatically reduce storage costs for files that 
are visited less frequently while still needing your entire 
dataset to be easily accessible, AWS suggests using the 
Amazon EFS Standard-Infrequent Access (EFS Standard-IA) 
storage class. For instance, doing historical analysis, backup 
and recovery, or keeping material available to meet audit 
needs. All Amazon EFS functionalities are compatible with 
Amazon EFS Standard-Infrequent Access (EFS Standard-IA) 
storage, which is accessible in all AWS regions where Amazon 
EFS is offered.
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Explanation : 

An online application called AWS Trusted Advisor offers real-
time advice to help you supply your resources in accordance 
with AWS best practices. Regular recommendations from 
Trusted Advisor help maintain your solutions provisioned at 
their best, whether for creating new workflows, creating 
applications, or as part of continuing improvement. AWS 
Trusted Advisor examines your AWS infrastructure and offers 
best practice advice in the following five areas: cost reduction, 
performance improvement, security enhancement, fault 
tolerance, and service limit adjustments.


According to https://aws.amazon.com/premiumsupport/
technology/trusted-advisor, Trusted Advisor functions as 
follows.





Recommendations from AWS Trusted Advisor are available at 
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Explanation : 

You may schedule your service consumption, service prices, 
and instance reservations with AWS Budgets. Up to three 
times each day, AWS updates its budget data. Usually, 
updates come between eight and twelve hours after the last 
one. Your unblended costs, subscriptions, refunds, and RIs 
are tracked by budgets. A cost budget, a use budget, a 
reservation budget, and a savings plan budget are the four 
main budget types you can build with AWS Budgets.


You can use a cost budget to determine how much you want 
to spend on a service.


Budget for usage: This you in planning how frequently you will 
use one or more services.


Budget for reservations: This aids in keeping track of how 
your reserved instances (RI) are being used. There are two 
methods to go about it: Reserved Instance (RI) coverage 
budgets and Reserved Instance (RI) utilization budgets, which 
both show you how much of your instance usage is covered 
by reservations and whether your Reserved Instances (RI) are 
being used or not.
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Explanation : 

Setting up, running, and scaling a relational database in the 
cloud is simple with Amazon Relational Database Service 
(Amazon RDS). You can build read-only replicas that are 
synchronized with your main database using replicas. The 
usage of read replicas enhances reading performance. For 
better speed, you may also move your read replica to a 
different AWS region that is closer to your users. An illustration 
of horizontal resource scaling is replicas.


via: https://aws.amazon.com/rds/features/multi-az/ Read 
Replica Overview





Exam Warning:


Review the distinctions between the Amazon RDS Multi-AZ, 
Multi-Region, and Read Replica installations for RDS here: 
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Both A and B!

Explanation : 

You can securely link your on-premises network or branch 
office location to your Amazon Virtual Private Cloud (Amazon 
VPC) using AWS Site-to-Site VPN. If your needs are urgent 
and your bandwidth needs are little to medium, VPN 
connections are a suitable option. The public internet is used 
for this connection. The parts of a VPC are a virtual private 
gateway (VGW), a transit gateway, and a customer gateway.


The VPN concentrator on the Amazon side of the AWS site-to-
site VPN connection is called a virtual private gateway (VGW). 
A customer gateway is an AWS resource that offers AWS data 
regarding your customer gateway device.


AWS Site-to-Site VPN components are listed in 




https://docs.aws.amazon.com/vpn/latest/s2svpn/
how_it_works.html.
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Endpoint VPC!

Explanation : 

Without the need for an internet gateway, NAT device, VPN 
connection, or AWS Direct Connect connection, a VPC 
endpoint enables you to securely connect your VPC to 
supported AWS services and VPC endpoint services enabled 
by AWS PrivateLink. Public IP addresses are not necessary for 
instances in your VPC to communicate with service resources. 
No traffic leaves the Amazon network to travel between your 
VPC and the other service.


Interface endpoints and gateway endpoints are the two 
different sorts of VPC endpoints.


An interface endpoint is a private IP address on an elastic 
network interface that is part of your subnet's IP address 
space and acts as an access point for traffic going to a 
supported service. AWS PrivateLink, a solution that enables 
you to access services secretly by using private IP addresses, 
is the technology that powers interface endpoints.


A gateway endpoint is a gateway that you designate in your 
route table as the destination for a route for traffic going to an 
approved AWS service. There is support for the following AWS 
services:


(Amazon S3) Amazon Simple Storage Service


DynamoDB by Amazon


Exam Warning:


On the exam, there can be a question centered on this idea. 
Just keep in mind that VPC gateway endpoints are only 
supported by Amazon S3 and Amazon DynamoDB. A VPC 
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AWS Shield Advanced provides defense against potential increases in 
costs brought on by DDoS attacks!

Explanation : 

AWS Shield Advanced provides some financial security 
against any DDoS attack-related increases in your AWS bill. 
Your Amazon CloudFront distributions, Amazon Route 53 
hosted zones, Amazon Elastic Compute Cloud instances, and 
your AWS Global Accelerator accelerators are all covered by 
this cost protection.


Regardless of the support package, AWS Shield Advanced is 
a paid service for all clients.
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Cost and Usage Report for AWS (AWS CUR)!

Explanation : 

The most complete set of cost and usage data is found in the 
AWS Cost and Usage Report (AWS CUR). Your AWS billing 
reports can be published to an Amazon Simple Storage 
Service (Amazon S3) bucket that you own using AWS Cost & 
Usage Report (AWS CUR). You can get reports that show your 
costs broken down by the hour, month, product, resource, or 
tags that you define. Once each day, AWS refreshes the CSV-
formatted report in your bucket.


via: https://docs.aws.amazon.com/cur/latest/userguide/what-
is-cur.html AWS Cost & Usage Report (AWS CUR) Overview
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Testing for Penetration!

Explanation : 
For a few popular AWS services, customers can conduct 
security audits or penetration testing against their AWS 
infrastructure without prior authorization. Customers are not 
allowed to do any security audits on the AWS services or 
infrastructure.

3AWS CCP45 2 15.4 Answer = 2

Business!

Explanation : 

The AWS Cloud Adoption Framework (AWS CAF) makes 
creative use of AWS and draws on AWS expertise and best 
practices to assist you in digitally transforming and 
accelerating your business outcomes. Specific organizational 
characteristics that support effective cloud conversions are 
identified by AWS CAF.


Six perspectives make up the AWS CAF, which groups its 
capabilities: business, people, governance, platform, security, 
and operations.
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Migration Evaluator for AWS!

Explanation : 

AWS Migration Evaluator, formerly TSO Logic, is a free service 
for building data-driven business cases for planning and 
migrating to the AWS cloud.


Making wise AWS planning and migration decisions is made 
much easier with the help of the AWS Migration Evaluator. 
With the help of AWS Migration Evaluator, your company can 
create a data-driven business case for AWS, receive access to 
AWS knowledge, see the costs connected to various 
migration plans, and learn how reusing existing software 
licensing lowers costs even more.

iPQ.No Correct 
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Answer = 3

Amazon Web Services!

Explanation : 

Cloud Foundations offers customers a guided approach to 
assist them in setting up, securing, and deploying new 
workloads while making sure they are prepared for ongoing 
cloud operations. By curating AWS services, AWS solutions, 
partner solutions, and advice, Cloud Foundations assists 
clients in making the decisions they must.




via: https://aws.amazon.com/architecture/cloud-foundations
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Both A and B!

Explanation : 

(Amazon S3) Amazon Simple Storage Service


Objects are automatically encrypted by employing server-side 
encryption with Amazon S3 managed keys (SSE-S3) in all 
Amazon S3 buckets, which is configured by default. All the 
items in your Amazon S3 buckets are subject to this 
encryption setting.


Storage Gateway by AWS


You can access nearly infinite cloud storage on-premises with 
the help of the hybrid cloud storage service known as AWS 
Storage Gateway. For all three types of gateways—file, 
volume, and tape—all data that is sent between the gateway 
and AWS storage is encrypted using SSL.
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Kindle Kendra!

Explanation : 

Machine learning underlies Amazon Kendra, an intelligent 
search engine. For your websites and applications, Kendra 
reimagines corporate search to make it simple for users to 
locate the content they need, even when it's dispersed across 
many locations and content repositories within your business.


You may stop sifting through mountains of unstructured data 
by using Amazon Kendra to quickly find the appropriate 
responses to your queries. Since Amazon Kendra is a fully 
managed service, there is no need to set up servers or 
develop, train, or use machine learning models. Unstructured 
and semi-structured data in HTML, MS Office (.doc,.ppt), PDF, 
and text formats are supported by Amazon Kendra.


No matter where the information is located inside your 
business, natural language search capabilities may quickly 
and accurately provide the results you're looking for.


Because Amazon Kendra's deep learning models are pre-
trained across 14 industry categories, it can extract more 
accurate results from the start for a variety of commercial use 
cases. Additionally, you can manually modify the weighting of 
data sources, authors, freshness, and custom tags to fine-
tune search results.
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Both A and B!

Explanation : 

Snowball AWS


AWS Snowball is a data transport solution that uses storage 
devices that are secure for physical transfer to speed up 
transporting terabytes to petabytes of data into and out of 
AWS services.


AWS DMS (AWS Database Migration Service)


You can easily and securely move databases from on-
premises to AWS with the help of the AWS Database 
Migration Service (AWS DMS). Application downtime is kept 
to a minimum during migrating because the source database 
is still fully functional. Your data can be moved to and from the 
most popular commercial and open-source databases with 
the help of the AWS Database Migration Service (AWS DMS).


AWS Database Migration Service (AWS DMS) is a tool for 
homogeneous and heterogeneous database migrations and 
may be accessed 





via https://aws.amazon.com/dms/.
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Lambda on AWS!

Explanation : 

You can run code with AWS Lambda without setting up or 
managing servers. Only the computing time that you use is 
charged. You may execute code for practically any kind of 
application or backend service using AWS Lambda, all while 
requiring zero management. Simply upload your code, and 
Lambda will take care of all the necessary steps to run and 
grow it while maintaining high availability.


AWS Lambda can be used to start processing data following 
an upload using Amazon S3. AWS Lambda can be used, for 
instance, to thumbnail photographs, convert films, index files, 
analyze logs, validate content, aggregate data in real-time, 
and filter it.


Using https://aws.amazon.com/lambda/, you can see how 
AWS Lambda runs code in response to a trigger from S3.
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Fix the bucket policy for Amazon S3!

Explanation : 

You set up an Amazon S3 bucket for website hosting and then 
upload your website's content to the bucket to host a static 
website there. You must enable website hosting, specify 
permissions, create and add an index document when 
configuring a bucket as a static website.


Using Amazon S3 to host a static website is described in this 
document: 





https://docs.aws.amazon.com/AmazonS3/latest/dev/
WebsiteHosting.html


You must modify the bucket's prohibit public access settings 
if you wish to put up an existing bucket as a static website 
with public access. You could also need to change your 
account's settings for barring public access. When 
implementing the bucket-level and account-level block public 
access settings, Amazon S3 uses the most stringent 
combination possible.


The following information explains how to change the S3 
buckets' public access settings: 
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Spot Example!

Explanation : 

An EC2 instance that is not in use but is offered at a discount 
from the on-demand fee is known as a spot instance. You can 
dramatically reduce your Amazon EC2 expenditures by 
requesting unused EC2 instances from Spot Instances at 
steep discounts (up to 90%). Spot instances are ideal for 
flexible, interruptible workloads including batch jobs, 
background processing, and data analysis. These are 
unsuitable for essential workloads that must operate at a 
certain period since they can be abruptly terminated.


Overview of Amazon EC2 Pricing Options: 




https://aws.amazon.com/ec2/pricing
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Transit Gateway by AWS!

Explanation : 

Through a centralized hub, the AWS Transit Gateway 
connects on-premises networks and Amazon Virtual Private 
Clouds (Amazon VPC). Your network becomes simpler as a 
result, and complicated peer relationships are eliminated. 
Every new connection is only established once; it functions as 
a cloud router. Inter-region peering links AWS Transit 
Gateways using the AWS global network as you grow 
internationally. Your information is always automatically 
encrypted and never sent over a public network.


See https://aws.amazon.com/transit-gateway/ for information 
on how AWS Transit Gateway can streamline your network.
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Both A and B!

Explanation : 

The majority of AWS's services are region-specific. However, 
few services are required to have a worldwide scope by their 
very nature because of the underlying service they provide. 
Some of the international services include AWS Web 
Application Firewall (AWS WAF), Amazon CloudFront, Amazon 
Route 53, and AWS Identity and Access Management (AWS 
IAM).


Lambda on AWS


You can run code using AWS Lambda's computing service 
without setting up or maintaining servers. AWS Lambda 
effortlessly scales from a few requests per day to thousands 
per second and only runs your code when it is required. An 
area service is AWS Lambda.


Rekognition by Amazon


You can recognize objects, people, text, scenes, and activities 
in pictures and videos with Amazon Rekognition, and you can 
also screen out any offensive material. You can detect, 
analyze, and compare faces using Amazon Rekognition's 
highly accurate facial analysis and facial search capabilities 
for a variety of user verification, population counting, and 
public safety use cases. An area-specific service is Amazon 
Recognition.
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Both A and B!

Explanation : 

DynamoDB by Amazon


At any size, the key-value and document database Amazon 
DynamoDB offers speed in the single-digit millisecond range. 
For internet-scale applications, it is a fully managed, multi-
region, multi-master, persistent database with built-in security, 
backup and restore, and in-memory caching. Solid-state disks 
(SSDs) are used to store all of your data, and various 
availability zones (AZ) in an AWS region automatically replicate 
it to provide data durability and high availability.


through https://docs.aws.amazon.com/amazondynamodb/
latest/developerguide/Introduction.html Amazon DynamoDB 
High Availability





(Amazon EFS) Amazon Elastic File System


For usage with AWS cloud services and on-premises 
resources, Amazon Elastic File System (Amazon EFS) offers a 
straightforward, scalable, fully managed elastic NFS file 
system. It is designed to grow and shrink automatically as you 
add and remove files, removing the need to provide and 
manage capacity to meet expansion. It can scale on-demand 
to petabytes without interfering with applications. For high 
availability and durability, Amazon EFS is a local service that 
saves data within and across several availability zones (AZ).
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Config AWS!

Explanation : 

The configuration of AWS resources in your AWS account is 
shown in great detail by AWS Config. You can examine how 
the configurations and relationships change over time by 
looking at how the resources are tied to one another and how 
they were previously configured. The following scenarios are 
where AWS Config is intended to assist you in managing your 
application resources: resource administration, auditing and 
compliance, managing and troubleshooting configuration 
changes, and security analysis.


Visit https://aws.amazon.com/config/ to learn how AWS 
Config functions.
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Flexible Glacier Retrieval on Amazon S3!

Explanation : 

The best storage class for archiving data that does not need 
immediate access but needs the flexibility to retrieve 
substantial amounts of data for free, such as in backup or 
disaster recovery use cases, is Amazon S3 Glacier Flexible 
Retrieval (previously S3 Glacier). It is a class of Amazon S3 
cloud storage that is safe, dependable, and incredibly 
affordable for data preservation and long-term backup. It is 
intended to meet even the most demanding regulatory 
requirements with its 99.999999999% durability rating and 
extensive security and compliance features.


The use-cases for S3 Glacier Flexible Retrieval can be further 
reviewed at https://aws.amazon.com/glacier/.





through https://aws.amazon.com/s3/storage-classes/ S3 
Storage Classes Overview
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S3 One Zone-IA (Infrequent Access) on Amazon!

Explanation : 

Data that is viewed less frequently but needs quick access 
when needed is stored in Amazon S3 One Zone-Infrequent 
Access (S3 One Zone-IA). Amazon S3 One Zone-Infrequent 
Access (S3 One Zone-IA) stores data in a single availability 
zone (AZ), in contrast to other Amazon S3 storage classes, 
which store data in a minimum of three AZs.


For availability of the Amazon S3 storage class, please check 
this illustration. You only need to keep in mind that Amazon S3 
One Zone-Infrequent Access (S3 One Zone-IA) has the lowest 
availability; more information is available at https://
aws.amazon.com/s3/storage-classes/.
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Snowball AWS!

Explanation : 
AWS Snowball is an edge computing and data migration 
device that is a member of the AWS Snow family. If you need 
to migrate a lot of data into AWS, offline data transfer with 
AWS Snowball can help you get around the bandwidth 
problem without having to pay for more bandwidth. Terabytes 
of data are moved using AWS Snowball in about a week. It 
can be used to move items like databases, backups, archives, 
medical records, analytics datasets, IoT sensor data, and 
video content, particularly when network conditions make it 
impossible to realistically estimate the time it will take to 
transfer significant volumes of data into and out of AWS.
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Glacier Deep Archive on Amazon S3!

Explanation : 

The cheapest storage class for Amazon S3, Glacier Deep 
Archive, offers long-term retention and digital preservation for 
material that might only be accessed occasionally (once or 
twice a year). It is made for users who need to save data sets 
for at least seven to ten years to comply with regulatory 
compliance requirements, especially those in highly regulated 
fields like finance, healthcare, and government. Backup and 
recovery from disasters are two other uses for Amazon S3 
Glacier Deep Archive. Its first byte latency ranges from 12 to 
48 hours during retrieval.


via: https://aws.amazon.com/s3/storage-classes/ Amazon S3 
Glacier Deep Archive Overview
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AWS Guard Duty!

Explanation : 

To safeguard your AWS account, Amazon GuardDuty is a 
threat detection service that keeps an eye out for illegal and 
hostile behavior. AWS CloudTrail (AWS user and API activity in 
your accounts), Amazon VPC Flow Logs (data on network 
traffic), and DNS Logs (name query patterns) are just a few of 
the sources of events that Amazon GuardDuty monitors 
across all of your AWS accounts. For a period of 90 days, 
security findings are kept and made accessible via the 
Amazon GuardDuty dashboard and APIs. The results are 
discarded 90 days later. You can configure AWS CloudWatch 
Events to automatically push findings to an Amazon S3 
bucket in your account or another data storage for long-term 
retention if you want to keep them for longer than 90 days.


Using https://aws.amazon.com/guardduty/, find out how 
Amazon GuardDuty functions.
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Store instances!

Explanation : 

Your Amazon EC2 instance can access temporary block-level 
storage through an instance store. Disks that are physically 
connected to the host computer house this storage. Instance 
storage is perfect for replicating data across a fleet of 
instances, such as a load-balanced pool of web servers, or for 
the temporary storage of information that changes often, such 
as buffers, caches, scratch data, and other transient material. 
Data is lost if an instance fails or is terminated since instance 
storage is only transitory.


Overview of the instance store may be found at 




https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/
InstanceStorage.html.
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S3 versioning on Amazon!

Explanation : 

Multiple versions of the same object can be kept in the same 
bucket by using versioning. Versioning enables you to save, 
retrieve, and restore any previous iterations of any object that 
is kept in your Amazon S3 bucket. Versioning makes it simple 
to recover from errors in applications as well as from 
unintentional user actions.


You can recover objects from inadvertent deletion or 
overwriting using versioning-enabled buckets. For instance, 
when you remove an item, Amazon S3 inserts a delete marker, 
which becomes the current object version, as opposed to 
completely destroying the object.


via https://docs.aws.amazon.com/AmazonS3/latest/dev/
ObjectVersioning.html Amazon S3 Versioning Overview
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SaaS (software as a service)!

Explanation : 

You can get a whole product through software as a service 
(SaaS), which is run and controlled by the service provider. 
You don't have to worry about how the service is handled or 
the underlying infrastructure is maintained while using a 
Software as a Service (SaaS) solution. You only need to 
consider how you plan to use that specific software. One 
example of software as a service (SaaS) is Gmail.


Overview of the Different Types of Cloud Computing: 




https://aws.amazon.com/cloud-computing-types/
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