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2AWSCCP-CLF01 3 15.4 Answer = 3!
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Explanation :!
AWS Auto Scaling: AWS Auto Scaling monitors your 
applications and adjusts the capacity automatically to 
maintain consistent, predictable performance at the lowest 
possible cost. Using AWS Auto Scaling, it is simple to scale 
an application across multiple resources and services in 
minutes. AWS offers auto-scaling at no additional cost. You 
only pay for the AWS resources required to run your 
applications, as well as the Amazon CloudWatch monitoring 
fees.!
AWS Identity and Access Management (AWS IAM) enables 
the secure management of access to AWS services and 
resources. Using IAM, you can create and manage AWS 
users and groups and grant or deny their access to AWS 
resources using permissions. IAM is a feature of your AWS 
account that is provided at no extra cost.
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Answer = 3!
"#$%!&!'()!"!

Explanation :!

AWS Direct Connect is a cloud service that facilitates the 
establishment of a dedicated network connection between 
your premises and AWS. Using AWS Direct Connect, you 
can establish private connectivity between AWS and your 
datacenter, office, or colocation environment, which in many 
instances can reduce network costs, increase bandwidth 
throughput, and provide a more consistent network 
experience than Internet-based connections.!

Using AWS Direct Connect: !

https://aws.amazon.com/directconnect/!

AWS Virtual Private Network (VPN): AWS Virtual Private 
Network (VPN) solutions create secure connections between 
local networks, remote offices, client devices, and the AWS 
global network. AWS VPN consists of two services: AWS 
Site-to-Site VPN and AWS Client VPN.!

How AWS Client VPN Operates: !

!

 via https://aws.amazon.com/vpn/!
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Explanation :!

AWS and the customer share responsibility for security and 
compliance. AWS operates, manages, and controls the 
components, from the host operating system and 
virtualization layer to the physical security of the service's 
operating facilities, in this shared model.!

In accordance with the AWS shared responsibility model, the 
customer is responsible for security "in" the cloud. 
Customers who deploy an Amazon EC2 instance are 
responsible for managing the guest operating system 
(including updates and security patches), any application 
software or utilities installed by the customer on the 
instances, and the configuration of the AWS-provided firewall 
(referred to as a security group) on each instance.!

Exam Alert:!

Please review the shared responsibility model in depth, as 
there will be multiple questions on it on the exam.  

 

via - https://aws.amazon.com/compliance/shared-

responsibility-model/!
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Explanation :!

Amazon CloudWatch is a monitoring and observability 
service designed for DevOps engineers, developers, and site 
reliability engineers (SREs). CloudWatch provides data and 
actionable insights for monitoring applications, responding to 
system-wide performance changes, optimizing resource 
utilization, and obtaining a consolidated view of operational 
health.!

AWS Lambda: AWS Lambda enables the execution of code 
without the need to provision or manage servers. You only 
pay for the amount of computing time you use. The 
maximum execution time of the lambda is 15 minutes, so it 
can be used to execute this log backup process.!

To develop a solution for the given use case, you can create 
a CloudWatch Events rule with a cron expression that 
triggers on a schedule. The lambda can then be set as the 
target for this rule.
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Explanation :!

AWS Local Zones enable the use of select AWS services, 
such as compute and storage services, closer to more end-
users, thereby providing them with extremely low-latency 
access to locally-running applications. AWS Local Zones are 
also connected to the parent region via Amazon's redundant 
and extremely high-bandwidth private network, providing 
applications running in AWS Local Zones with quick, secure, 
and seamless access to the remaining AWS services.!

For low-latency requirements, you should use AWS Local 
Zones to deploy workloads closer to your end users. AWS 
Local Zones have their own connection to the internet and 
support AWS Direct Connect, allowing resources created in a 
Local Zone to communicate with local end-users with 
minimal latency.!

AWS Local Zones provide access to a variety of AWS 
services, including Amazon Elastic Compute Cloud (EC2), 
Amazon Virtual Private Cloud (VPC), Amazon Elastic Block 
Store (EBS), Amazon FSx, Amazon Elastic Load Balancing, 
Amazon EMR, Amazon ElastiCache, and Amazon Relational 
Database Service (RDS). You can also use Amazon EC2 Auto 
Scaling, Amazon EKS clusters, Amazon ECS clusters, 
Amazon EC2 Systems Manager, Amazon CloudWatch, AWS 
CloudTrail, and AWS CloudFormation to orchestrate or work 
with local services. AWS Local Zones also provide a high-
bandwidth, secure connection to the AWS Region, enabling 
you to connect seamlessly to the complete set of services in 
the AWS Region using the same APIs and tools.
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Answer = 3!
Both A and B!

Explanation :!

AWS Lambda is a compute service that enables code execution 
without server provisioning or management. AWS Lambda executes 
your code only when necessary and automatically scales from a few 
daily requests to thousands per second. When your Lambda function 
is not executing, you incur no costs. AWS Lambda enables the 
execution of code for virtually any type of application or backend 
service with no administration required. AWS Lambda executes your 
code on a high-availability compute infrastructure and manages the 
compute resources, including server and operating system 
maintenance, capacity provisioning and automatic scaling, code 
monitoring and logging.!

How AWS Lambda Operates:!

!
 aws.amazon.com/lambda!
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Points Explanation 

Answer = 1!
AWS Enterprise Support!

Explanation :!

AWS provides its customers with four distinct support plans: AWS 
Developer Support, AWS Business Support, AWS Enterprise On-
Ramp Support, and AWS Enterprise Support. Every AWS customer 
receives a basic support plan.!

AWS Enterprise Support offers customers a concierge-like service 
with a primary focus on assisting customers in achieving their goals 
and achieving success in the cloud. You receive 24x7 technical 
support from high-quality engineers, tools and technology to 
automatically manage the health of your environment, consultative 
architectural guidance delivered in the context of your applications 
and use-cases, and a designated Technical Account Manager (TAM) 
to coordinate access to proactive and preventative programs and 
AWS subject matter experts.!

Exam Alert:!

Please review the differences between the AWS Developer Support, 
AWS Business Support, AWS Enterprise On-Ramp Support, and AWS 
Enterprise Support plans, as you can anticipate at least two 
questions on the exam:!

!

!
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Explanation :!
A system that is available at a given time is capable of 
delivering the intended functionality. Highly available systems 
are those that can tolerate a certain amount of degradation 
while remaining accessible. You can run application 
instances in a multi-AZ deployment on AWS Cloud to 
achieve high availability.

iPQ.No Correct 
Answer

Points Explanation 

Answer = 2!
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Explanation :!

Amazon MQ is a managed message broker service for 
Apache ActiveMQ and RabbitMQ that simplifies the 
configuration and management of message brokers on AWS. 
Amazon MQ reduces your operational obligations by 
handling the provisioning, configuration, and maintenance of 
message brokers. Amazon MQ's compatibility with your 
existing applications via industry-standard APIs and 
protocols allows you to migrate to AWS without having to 
rewrite any code.!

Amazon MQ supports industry-standard APIs and protocols, 
allowing you to switch from any standards-based message 
broker to Amazon MQ without rewriting your applications' 
messaging code. AWS recommends considering Amazon 
SQS and Amazon SNS when developing cloud-based 
applications from scratch.!

How Amazon MQ works: !

!
via https://aws.amazon.com/amazon-mq/
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Explanation :!

Amazon Route 53 is a highly available and scalable DNS web 
service in the cloud. It is intended to provide developers and 
businesses with a highly dependable and cost-effective 
method for directing end users to Internet applications by 
translating domain names such as www.example.com into 
the numeric IP addresses such as 192.0.2.1 that computers 
use to communicate with one another.!

If your application is hosted in multiple AWS regions, you can 
improve performance for your users by serving their requests 
from the AWS region with the lowest latency using a latency-
based routing policy. To utilize latency-based routing, you 
must generate latency records for your resources across 
multiple AWS regions. When Amazon Route 53 receives a 
DNS query for your domain or subdomain (example.com or 
acme.com), it determines which AWS regions you've created 
latency records for, then selects a latency record for the 
region with the lowest latency. Amazon Route 53 responds 
with the selected record's value, such as a web server's IP 
address.!

Overview of Amazon Route 53 Routing Policy: !
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Explanation :!

AWS Fargate is a serverless container compute engine. 
Amazon Elastic Container Service (Amazon ECS) and 
Amazon Elastic Kubernetes Service (Amazon EKS) are both 
supported. AWS Fargate makes it simple to concentrate on 
developing applications. AWS Fargate eliminates the need to 
provision and manage servers, enables you to specify and 
pay for resources per application, and enhances security by 
isolating applications by design. AWS Fargate allots the 
appropriate amount of compute resources, eliminating the 
need to select instances and scale cluster capacity. There is 
no overprovisioning or payment for additional servers, as you 
only pay for the resources required to run your containers. 
AWS Fargate executes each task or pod in its own kernel, 
giving each task or pod its own isolated computing 
environment. This allows your application to be designed 
with workload isolation and enhanced security.!

Using AWS Fargate: !

!
https://aws.amazon.com/fargate/
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Answer = 1!
Amazon Web Services Web Application Firewall (AWS WAF)!

Explanation :!

AWS Web Application Firewall (AWS WAF) is a web 
application firewall that helps protect web applications from 
attacks by enabling the configuration of rules that permit, 
block, or monitor (count) web requests based on conditions 
that you define. IP addresses, HTTP headers, HTTP bodies, 
URI strings, SQL injection, and cross-site scripting are 
examples of these conditions. The IP address-based match 
rule can be used to block specific geographies. The IP 
address to country lookup database's precision varies by 
region. AWS reports that based on recent tests, the IP 
address-to-country mapping accuracy is 99.8% overall.!

How the AWS Web Application Firewall (AWS WAF) 
Operates:!

!
 https://aws.amazon.com/waf/
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Explanation :!

AWS Auto Scaling monitors applications and adjusts 
capacity automatically to maintain consistent, predictable 
performance at the lowest cost possible. Using AWS Auto 
Scaling, it is simple to scale an application across multiple 
resources and services in minutes. The service offers a 
simple and powerful user interface that enables the creation 
of scaling plans for Amazon EC2 instances and Spot Fleets, 
Amazon ECS tasks, Amazon DynamoDB tables and indexes, 
and Amazon Aurora Replicas. AWS Auto Scaling simplifies 
scaling by providing recommendations to optimize 
performance, costs, or a balance of the two.!

How AWS Auto Scaling Operates: !

!
aws.amazon.com/autoscaling
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Explanation :!

The majority of AWS's services are region-specific. However, 
by definition, few services must have a global reach due to 
the nature of the service they provide. Some of the global 
services include AWS Identity and Access Management 
(AWS IAM), Amazon CloudFront, Amazon Route 53, and 
AWS Web Application Firewall (AWS WAF).!

AWS Identity and Access Management (AWS IAM) enables 
the secure administration of access to AWS services and 
resources. Using AWS Identity and Access Management 
(AWS IAM), you can create and manage IAM users and IAM 
user groups, as well as grant or deny their access to AWS 
resources, using permissions.!

Amazon CloudFront is a developer-friendly content delivery 
network (CDN) service that securely delivers data, videos, 
applications, and APIs to customers worldwide with low 
latency and high transfer speeds.

iPQ.No Correct 
Answer

Points Explanation 
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Explanation :!

Amazon Inspector is an automated security assessment 
service that enhances the security and compliance of AWS-
deployed applications by evaluating them automatically for 
exposure, vulnerabilities, and deviations from best practices.!

Amazon Inspector Overview: !

!
http://aws.amazon.com/inspector/
Answer = 1!
Hybrid deployment!

Explanation :!

The most common method of hybrid deployment is between 
the cloud and existing on-premises infrastructure to extend 
an organization's infrastructure into the cloud while 
connecting cloud resources to internal systems.!

Cloud Computing Deployment Models:!

!

via - https://aws.amazon.com/types-of-cloud-computing/
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2AWSCCP-CLF17 2 15.4 Answer = 2!
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Explanation :!

Security and Compliance is a shared responsibility between 

AWS and the customer. The AWS Shared Responsibility 

Model can help relieve the customer’s operational burden as 

AWS operates, manages, and controls the components from 

the host operating system and virtualization layer down to the 

physical security of the facilities in which the service 

operates. 

AWS is responsible for security "of" the cloud. This covers 

their global infrastructure elements including Regions, 

Availability Zones (AZ), and Edge Locations. 

2AWSCCP-CLF18 3 15.4

iPQ.No Correct 
Answer

Points Explanation 

Answer = 3!
"#$%!&!'()!"!

Explanation :!

Amazon CloudWatch is a monitoring and observability 
service designed for DevOps engineers, developers, site 
reliability engineers (SREs), and IT managers. It provides data 
and actionable insights to monitor applications, respond to 
system-wide performance changes, optimize resource 
utilization, and get a unified view of operational health.!

Amazon Simple Notification Service (SNS) is a highly 
available, durable, secure, fully managed pub/sub messaging 
service that allows you to decouple microservices, 
distributed systems, and serverless applications.!

Using SNS: !

!
https://aws.amazon.com/sns/
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8#30-$.K!=$#1.K!'()!L1'(/F.1!M-$B#-()!N'$'!

Explanation :!

AWS has three primary cost drivers: compute, storage, and 
outbound data transfer. Inbound data transfer and data 
transfer between AWS services in the same region are 
typically free.!

AWS Cloud Pricing Fundamentals: !

!
https://d0.awsstatic.com/whitepapers/
aws_pricing_overview.pdf
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Explanation :!

AWS Budgets enables you to set custom budgets and 
receive alerts when your costs or usage exceed (or are 
forecast to exceed) your budgeted amount. You can also use 
AWS Budgets to set reservation utilization or coverage 
targets and receive alerts when your utilization drops below 
the threshold you define.!

AWS Budgets Overview:!

!

 via: https://aws.amazon.com/aws-cost-management/aws-
budgets/!

Exam Alert:!

It is important to distinguish between CloudWatch Billing and 
AWS Budgets:!

CloudWatch Billing Alarms: Notifies you when actual costs 
exceed a specified threshold.!

AWS Budgets: Sends an alert when the actual cost exceeds 
the budgeted amount, or when the budgeted amount is 
exceeded by the cost forecast.
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2AWSCCP-CLF21 3 15.4 Answer = 3!
Both A and B!

Explanation :!

Using machine learning to analyze historical utilization 
metrics, AWS Compute Optimizer identifies the optimal AWS 
resource configurations, such as Amazon EC2 instance 
types, Amazon EBS volume configurations, and AWS 
Lambda function memory sizes. AWS Compute Optimizer 
provides recommendations for particular EC2 instance types, 
EC2 Auto Scaling groups, Amazon EBS volumes, and AWS 
Lambda functions.!

AWS Compute Optimizer computes a performance risk score 
for each resource dimension of the recommended instance, 
such as CPU, memory, EBS throughput, EBS IOPS, disk 
throughput, disk throughput, network throughput, and 
network packets per second (PPS).!

AWS Compute Optimizer provides EC2 instance type and 
size recommendations for EC2 Auto Scaling groups with a 
fixed group size, meaning desired, minimum, and maximum 
are all set to the same value and there is no associated 
scaling policy.!

AWS Compute Optimizer provides IOPS and throughput 
recommendations for general purpose (SSD) (gp3) volumes, 
as well as IOPS recommendations for provisioned IOPS (io1 
and io2) volumes.!
AWS Compute Optimizer facilitates the optimization of two 
classes of Lambda functions. The first category contains 
lambda functions with potentially excessive memory sizes. 
The second category includes Lambda functions that are 
computationally intensive and may benefit from additional 
CPU power.

iPQ.No Correct 
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Answer = 4!
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Explanation :!

AWS and the customer share responsibility for security and 
compliance. AWS operates, manages, and controls the 
components, from the host operating system and 
virtualization layer to the physical security of the service's 
operating facilities, in this shared model.!

Under the AWS Shared Responsibility Model, customers are 
responsible for managing their data, which includes 
encrypting it.!

Overview of the AWS Shared Responsibility Model, found at !

!
https://aws.amazon.com/compliance/shared-responsibility-
model/.
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2AWSCCP-CLF23 3 15.4 Answer = 3!
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Explanation :!

Foundations are part of the AWS Well-Architected 
Framework's reliability pillar. Prior to designing a system, 
AWS recommends establishing foundational requirements 
that influence its dependability. Amazon VPC, AWS Trusted 
Advisor, and AWS Service Quotas (previously known as AWS 
Service Limits) are the services that comprise foundations.!

AWS Trusted Advisor is an online tool that provides real-time 
guidance to help you provision your resources in accordance 
with AWS best practices for cost optimization, security, fault 
tolerance, service limits, and performance enhancement. 
Whether establishing new workflows, developing 
applications, or as part of ongoing enhancements, Trusted 
Advisor's recommendations help maintain the optimal 
provisioning of your solutions.!

Service Quotas allows you to view and manage your AWS 
service quotas from a centralized location. In AWS, quotas, 
also known as limits, represent the maximum values for the 
resources, actions, and items in your account. Each AWS 
service defines its quotas and determines their default 
values.

iPQ.No Correct 
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Points Explanation 
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Answer = 3!
To store the thumbnails, use Amazon S3 One Zone-Infrequent Access 
(S3 One Zone-IA)!

Explanation :!

Amazon S3 One Zone-Infrequent Access (S3 One Zone-IA) is 
designed to store data that is accessed infrequently but 
requires rapid access when required. Amazon S3 One Zone-
Infrequent Access (S3 One Zone-IA) stores data in a single 
availability zone (AZ) and costs 20% less than Amazon S3 
Standard-Infrequent Access (S3 Standard-IA). Other S3 
storage classes store data in a minimum of three availability 
zones (AZs). Amazon S3 One Zone-Infrequent Access (S3 
One Zone-IA) provides the same high durability, high 
throughput, and low latency as S3 Standard, in addition to a 
low per-GB storage cost and per-GB retrieval fee. Although 
Amazon S3 One Zone-Infrequent Access (S3 One Zone-IA) 
provides less availability than S3 Standard, this is not a 
concern for the specified use case because thumbnails can 
be easily regenerated.!

Amazon S3 One Zone-Infrequent Access (S3 One Zone-IA) is 
the best option for this use case because thumbnails are 
rarely accessed but must be accessed quickly when needed.!

Exam Alert:!

Please review the following comparison of S3 storage 
classes, as you can anticipate a few questions on this aspect 
of S3: !

!
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2AWSCCP-CLF26 1 15.4 Answer = 1!
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Explanation :!

AWS Health Dashboard: Service Health is the central 
location for monitoring the availability and performance of 
AWS services. You can view the overall status of AWS 
services and sign in to view communications specific to your 
AWS account or organization.!

Current status information can be obtained by visiting !
https://health.aws.amazon.com/health/status.

iPQ.No Correct 
Answer

Points Explanation 

Answer = 3!
Amazon EC2 (Amazon Elastic Compute Cloud)!

Explanation :!

Amazon Elastic Compute Cloud (Amazon EC2) is a web 
service that offers secure, scalable cloud computing capacity 
with per-second billing. It is the simplest method for 
provisioning servers in the AWS cloud and gaining access to 
the underlying OS. Amazon EC2 reduces the time required to 
obtain and boot new server instances to minutes, allowing 
you to quickly scale capacity both up and down in response 
to fluctuating computing demands.!

Overview of Amazon Elastic Compute Cloud (Amazon EC2), 
accessible at !

!

https://aws.amazon.com/ec2/.
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Answer = 1!
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7.A.7!

Explanation :!

A security group controls incoming and outgoing traffic for 
your instance by acting as a virtual firewall. When launching 
an instance in a VPC, you can assign the instance up to five 
security groups. Not the subnet level, but the instance level 
is where security groups operate. A network access control 
list (network ACL) is an optional security layer for your VPC 
that functions as a subnet-level firewall for controlling traffic 
into and out of one or more subnets.!

Overview of Security Groups: !

https://docs.aws.com/vpc/latest/userguide/
VPC_SecurityGroups.html!

Overview of Network Access Control List:  
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Answer = 4!
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Explanation :!

The AWS Cloud Adoption Framework (AWS CAF) leverages 
AWS experience and best practices to assist you in digitally 
transforming and accelerating your business outcomes 
through innovative AWS usage. Utilize the AWS CAF to 
identify and prioritize transformation opportunities, evaluate 
and enhance your cloud readiness, and evolve your 
transformation roadmap iteratively.!

AWS CAF categorizes its capabilities as follows: business, 
people, governance, platform, security, and operations. In 
your cloud transformation journey, each perspective consists 
of a collection of capabilities that functionally related 
stakeholders own or manage.!

A perspective on operations ensures that your cloud services 
are delivered at a level that meets your organization's 
requirements. The AWS Cloud Adoption Framework (AWS 
CAF) includes performance and capacity management from 
the perspective of operations.!

Foundational Capabilities:!

!
 http://docs.aws.amazon.com/whitepapers/latest/overview-
aws-cloud-adoption-framework/foundational-
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Answer = 2!
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Explanation :!

On-Demand Instance: An on-demand instance is one that 
can be utilized on demand. You decide when to launch, stop, 
hibernate, start, restart, or terminate it. There is no 
requirement for a long-term contract when purchasing on-
demand instances. There is no upfront cost, and you only 
pay for the seconds your on-demand instances are active. 
The cost per second to run an instance on demand is fixed. 
Instances created on demand cannot be interrupted.!

Overview of EC2 Pricing Options: !

!
https://aws.amazon.com/ec2/pricing/
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Answer
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Answer = 3!
Amazon Web Services Web Application Firewall (AWS WAF)!

Explanation :!

AWS Web Application Firewall (AWS WAF) is a web 
application firewall that helps protect your web applications 
or APIs from common web exploits that can compromise 
availability, security, or consume excessive resources. AWS 
Web Application Firewall (AWS WAF) gives you control over 
the traffic that reaches your applications by allowing you to 
create security rules that block common attack patterns like 
SQL injection and cross-site scripting. You can also mitigate 
Web layer DDoS attacks with rate-based rules.!

How the AWS Web Application Firewall (AWS WAF) Works:!

!

via - https://aws.amazon.com/waf/!

An SQL injection attack exploits any of the known SQL flaws 
that allow the SQL server to execute malicious code. For 
instance, if a SQL server is susceptible to an injection attack, 
an attacker may be able to go to a website's search box and 
enter code that forces the site's SQL server to dump all of its 
stored usernames and passwords.!

Similar to a SQL injection attack, a cross-site scripting attack 
involves injecting malicious code into a website; however, 
the website itself is not under attack. Instead, the malicious 
code injected by the attacker runs only in the user's browser 
when they visit the compromised website, and it targets the 
visitor directly, not the website.
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2AWSCCP-CLF31 3 15.4 Answer = 3!
"#$%!&!'()!"!

Explanation :!

The AWS Well-Architected Framework provides guidance for 
constructing infrastructure for cloud-based applications that 
is secure, high-performing, resilient, and efficient. Based on 
six pillars — operational excellence, security, reliability, 
performance efficiency, cost optimization, and sustainability 
— the framework offers customers and partners a consistent 
method for evaluating scalable architectures and 
implementing designs.

2AWSCCP-CLF32 3 15.4 Answer = 3!
"#$%!&!'()!"!

Explanation :!

The AWS Service Catalog enables organizations to create 
and manage catalogs of AWS-approved IT services. These IT 
services may encompass everything from virtual machine 
images, servers, software, and databases to multi-tier 
application architectures.!

AWS Partner Network (APN): Organizations can use the AWS 
Partner Network (APN) to identify the appropriate AWS 
services for developing solutions on AWS Cloud. The AWS 
Partner Network (APN) is a global partner program for 
technology and consulting firms that use Amazon Web 
Services to develop customer solutions and services.

iPQ.No Correct 
Answer

Points Explanation 
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Answer = 3!
"#$%!&!'()!"!

Explanation :!

The email address and password used to register for AWS 
services are the credentials for the AWS root user account. 
Therefore, the root user account has complete access to all 
AWS resources associated with that account. Access 
restrictions to the root user account are not possible. Multi-
factor authentication (MFA) should be enabled on the root 
user account as a best practice. The password for the root 
user account can be changed after account creation. Create 
individual user accounts using AWS IAM for each employee 
performing administrative tasks, and assign administrative 
permissions as needed.!

AWS Root User Account Best Practices for Security:!

!

via: https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_root-user.html!

!
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Answer = 1!
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Explanation :!

Amazon RDS multi-AZ deployments provide improved 
availability and durability for Amazon Relational Database 
Service (Amazon RDS) instances, making them an obvious 
choice for production database workloads. Amazon RDS 
automatically creates a primary DB instance and 
synchronously replicates the data to a standby instance in a 
different Availability Zone (AZ) when you provision an 
Amazon RDS Multi-AZ Instance with one standby.!

Amazon RDS performs an automatic failover to the standby 
in the event of an infrastructure failure, allowing you to 
resume database operations as soon as the failover is 
complete.!

How Amazon RDS Multi-AZ Works!

!

via - https://aws.amazon.com/rds/features/multi-az/!

Exam Alert:!

Please compare Multi-AZ, Multi-Region, and Read Replica 
deployments for RDS at !

!
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Explanation :!

AWS Identity and Access Management (IAM) permits secure 
management of access to AWS services and resources. 
Using IAM, you can create and manage AWS users and 
groups and grant or deny their access to AWS resources 
using permissions. IAM enables security best practices by 
permitting the assignment of unique security credentials to 
users and groups in order to specify which AWS service APIs 
and resources they can access. These features make IAM a 
crucial service for the overall security of your AWS account's 
resources. IAM is secure by default; users do not have 
access to AWS resources unless explicit permissions are 
granted.

iPQ.No Correct 
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Answer = 3!
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Explanation :!

AWS Trusted Advisor is an online tool that provides real-time 
guidance to help you provision your resources in accordance 
with AWS best practices for cost optimization, security, fault 
tolerance, service limits, and performance enhancement. 
Whether establishing new workflows, developing 
applications, or as part of ongoing enhancements, Trusted 
Advisor's recommendations help maintain the optimal 
provisioning of your solutions. All AWS clients have access 
to the seven core Trusted Advisor checks, which enhance 
the security and performance of the AWS environment.!

How Trusted Advisor Works:!

!

via - https://aws.amazon.com/premiumsupport/technology/

trusted-advisor/!

AWS Trusted Advisor Recommendations:!

!
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Explanation :!

AWS Storage Gateway is a hybrid cloud storage service that 
links your on-premises environments to the AWS Cloud. 
Storage Gateway is used by customers to simplify storage 
management and reduce costs for key hybrid cloud storage 
use cases. These include the migration of tape backups to 
the cloud, the reduction of on-premises storage with cloud-
backed file shares, the provision of low-latency access to 
data in AWS for on-premises applications, and a variety of 
migration, archiving, processing, and disaster recovery use 
cases.!

The AWS Storage Gateway service offers three distinct 
gateway types: tape gateway, file gateway, and volume 
gateway. These gateways connect on-premises applications 
to cloud storage and cache data locally for low-latency 
access.!

Overview of Gateway Storage Types: !

!
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Explanation :!

AWS Marketplace is a digital catalog containing thousands 
of software listings from independent software vendors, 
making it simple to discover, test, purchase, and deploy 
software that runs on AWS. AWS Marketplace contains 
thousands of software listings in popular categories such as 
security, networking, storage, machine learning, Internet of 
Things, business intelligence, databases, and DevOps. You 
may utilize AWS Marketplace as either a buyer (subscriber) 
or a seller (provider), or both. Anyone with an AWS account 
can use AWS Marketplace as a buyer or seller.

2AWSCCP-CLF39 1 15.4 Answer = 1!
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Explanation :!

Auto-scaling on AWS is useful during DDoS attacks because 
it can rapidly scale out resources. However, it cannot deploy 
the AWS Shield service automatically to its group of 
resources.

iPQ.No Correct 
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2AWSCCP-CLF41 3 15.4 Answer = 3!
Only outgoing data transfers incur fees!

Explanation :!

One of the primary advantages of cloud services is the ability 
to optimize costs to meet changing business requirements. 
AWS services have no complex dependencies or licensing 
requirements, allowing you to build innovative, cost-effective 
solutions with the most recent technology.!

AWS has three primary cost drivers: computation, storage, 
and outbound data transfer. Depending on the AWS product 
and pricing model that you select, these characteristics may 
vary. Outbound data from all AWS regions to the Internet is 
billed at region-specific, tiered data transfer rates. 
Transferring data from the internet into all AWS regions is 
free.

iPQ.No Correct 
Answer

Points Explanation 

Answer = 3!
Amazon Elastic Container Registry (Amazon ECR) is a registry for 
container images!

Explanation :!

The Amazon Elastic Container Registry (Amazon ECR) can 
be utilized to store, manage, and deploy Docker container 
images. Amazon Elastic Container Registry (Amazon ECR) 
eliminates the requirement to operate container repositories. 
Then, you can retrieve Docker images from Amazon Elastic 
Container Registry (Amazon ECR) and run them with Amazon 
Elastic Container Service (Amazon ECS).!

To understand how Amazon Elastic Container Registry 
(Amazon ECR) operates, please refer to this diagram: !

!
https://aws.amazon.com/ecr/
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Answer = 4!
AWS Elastic Beanstalk!

Explanation :!

AWS Elastic Beanstalk is an easy-to-use service for 
deploying and scaling web applications and services built 
with Java,.NET, PHP, Node.js, Python, Ruby, Go, and Docker 
on well-known servers including Apache, Nginx, Passenger, 
and IIS. AWS Elastic Beanstalk handles the deployment, 
including capacity provisioning, load balancing, auto-scaling, 
and application health monitoring, automatically. In addition, 
you retain complete control over the AWS resources that 
power your application and can always access the 
underlying resources. AWS Elastic Beanstalk is free; you only 
pay for the AWS resources required to store and execute 
your applications.!

Advantages of AWS Elastic Beanstalk, accessed from: !

!
https://aws.amazon.com/elasticbeanstalk/
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Answer = 4!
Google Athena!

Explanation :!

Amazon Athena is an interactive query service that facilitates 
standard SQL analysis of Amazon S3 data. Amazon Athena 
is serverless, meaning there is no infrastructure to manage, 
and you only pay for the queries you execute.!

Amazon Athena's key features can be found at: !

!

https://aws.amazon.com/athena/!

Simply point Amazon Athena to your Amazon Simple 
Storage Service (Amazon S3) data, define the schema, and 
begin standard SQL queries to use Amazon Athena. The 
majority of results are delivered in seconds. There is no need 
for complex ETL jobs to prepare your data for analysis with 
Amazon Athena. This makes it simple for anyone with SQL 
knowledge to analyze large datasets efficiently.
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Answer

Points Explanation 

Answer = 4!
Amazon Elastic File System (Amazon EFS)!

Explanation :!

Amazon Elastic File System (Amazon EFS) is an elastic NFS 
file system that is simple, scalable, and fully managed. It is 
designed to scale on-demand to petabytes without 
disrupting applications, expanding and contracting 
automatically as files are added or removed, removing the 
need to provision and manage capacity to accommodate 
growth. Amazon EFS is designed to provide massively 
parallel shared access to thousands of Amazon EC2 
instances, allowing your applications to achieve high levels 
of aggregate throughput and IOPS with low latencies.!

Amazon Elastic File System (Amazon EFS):!

!
via - https://aws.amazon.com/efs/
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Answer = 3!
AWS Global Accelerator!

Explanation :!

AWS Global Accelerator is a service that enhances the 
performance and availability of your applications for local 
and global users. It provides static IP addresses that function 
as a fixed entry point to your application endpoints in a 
single or multiple AWS regions, including your application 
load balancers, network load balancers, and Amazon EC2 
instances. AWS Global Accelerator uses the AWS global 
network to optimize the path from your users to your 
applications, thereby enhancing the performance of your 
traffic by up to 60%.!

AWS Global Accelerator enhances the performance of a 
variety of TCP or UDP applications by proxying packets at 
the edge to applications running in one or more AWS 
regions. AWS Global Accelerator is suitable for non-HTTP 
use cases, such as gaming (UDP), IoT (MQTT), and voice 
over IP, as well as HTTP use cases that require static IP 
addresses or fast, deterministic regional failover.!

How AWS Global Accelerator Works: !

!
aws.amazon.com/global-accelerator!
Exam Alert: 
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Answer = 3

Amazon CloudHSM!

Explanation : 

AWS CloudHSM is a cloud-based Hardware Security Module 
(HSM) that allows you to generate and use encryption keys 
in the AWS Cloud with ease. With CloudHSM, you can 
manage your encryption keys using FIPS 140-2 Level 3 
HSMs that have been validated. It is a fully managed service 
that automates tedious administrative tasks like hardware 
provisioning, software patching, high availability, and 
backups.


Please see this detailed CloudHSM description at 




https://aws.amazon.com/cloudhsm/.
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Answer
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Answer = 4

AWS Corporations!

Explanation : 

AWS Organizations enables the centralized management of 
billing, access, compliance, and security, as well as the 
sharing of resources across multiple AWS accounts. Using 
AWS Organizations, you can automate account creation, 
create groups of accounts that reflect your business 
requirements, and apply policies for governance to these 
groups. Additionally, you can streamline billing by configuring 
a single payment method for all of your AWS accounts. AWS 
Organizations is available at no additional cost to all AWS 
customers.


Key AWS Organizations Features: 




https://aws.amazon.com/organizations/
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2AWSCCP-CLF48 2 15.4 Answer = 2

Amazon Simple Storage Service (Amazon S3) is object-based storage, 
while Amazon Elastic Block Store (Amazon EBS) and Amazon Elastic File 
System (Amazon EFS) are block-based and file-based storage, 
respectively!

Explanation : 

Amazon Elastic File System (Amazon EFS) is an elastic NFS 
file system that is simple, scalable, and fully managed.


Amazon Elastic Block Store (Amazon EBS) is a high-
performance, easy-to-use block storage service designed for 
use with Amazon Elastic Compute Cloud (Amazon EC2) for 
throughput- and transaction-intensive workloads at any 
scale.


Amazon S3 is an object storage service with industry-leading 
scalability, data availability, security, and performance.

iPQ.No Correct 
Answer

Points Explanation 
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Answer = 1

Resize images to create thumbnails quickly!

Explanation : 

Amazon Rekognition cannot be used to resize photos to 
create thumbnails.


You can identify objects, people, text, scenes, and activities 
in images and videos, as well as detect any inappropriate 
content, using Amazon Rekognition. Amazon Rekognition 
also offers highly accurate facial analysis and facial search 
capabilities that can be used for a variety of user verification, 
people counting, and public safety applications.


Amazon Recognition Use-Cases:





via: https://aws.amazon.com/rekognition/
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Answer = 4

Amazon Rekognition!

Explanation : 

Three types of cloud computing exist: infrastructure as a 
service (IaaS), platform as a service (PaaS), and software as 
a service (SaaS).


IaaS comprises the fundamental components of cloud IT. 
Typically, it offers access to networking capabilities, 
computers (virtual or on dedicated hardware), and data 
storage space. IaaS offers the greatest degree of IT resource 
flexibility and management control. Amazon EC2 (on AWS), 
GCP, Azure, Rackspace, digital ocean, and Linode are some 
examples.


PaaS eliminates the need to manage underlying 
infrastructure (typically hardware and operating systems) and 
enables you to focus on application deployment and 
management. You do not have to be concerned with 
resource acquisition, capacity planning, software 
maintenance, patching, or any of the other undifferentiated 
heavy lifting required to run your application. Elastic 
Beanstalk (on AWS), Heroku, Google App Engine (GCP), and 
Windows Azure (Microsoft) are examples of such platforms.


SaaS offers a comprehensive product that is operated and 
managed by the service provider. With a SaaS offering, you 
are not responsible for maintaining the service or managing 
the underlying infrastructure. You only need to consider how 
you will utilize the software in question. Amazon Rekognition, 
Google Apps (Gmail), Dropbox, and Zoom are a few 
examples.


Types of Cloud Computing:
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2AWSCCP-CLF51 4 15.4 Answer = 4

Amazon FSx File Server for Windows!

Explanation : 

Amazon FSx for Windows File Server offers fully managed, 
highly reliable, and scalable file storage that is accessible via 
the industry-standard Service Message Block (SMB) 
protocol. It is built on Windows Server and offers a wide 
range of administrative features including user quotas, end-
user file restore, and Microsoft Active Directory (AD) 
integration.


Amazon FSx provides high levels of throughput, IOPS, and 
consistent sub-millisecond latencies to support a wide range 
of workloads. Amazon FSx is accessible from Windows, 
Linux, and macOS compute instances and devices.


For Windows-based applications, Amazon FSx offers fully 
managed Windows file servers with features and 
performance optimized for "lift-and-shift" business-critical 
application workloads, such as home directories (user 
shares), media workflows, and ERP applications.

2AWSCCP-CLF52 1 15.4 Answer = 1

IAM Client!

Explanation : 
Access keys are long-term credentials for an IAM user or the 
AWS account root user. Access keys consist of two parts: an 
access key ID and a secret access key.

2AWSCCP-CLF53 3 15.4 Answer = 3

AWS Systems Manager Session Manager!

Explanation : 

It helps provide secure and auditable instance management 
without the need to open inbound ports, maintain bastion 
hosts, or manage SSH keys. AWS Systems Manager Session 
Manager helps to enable compliance with corporate policies 
that require controlled access to instances, increase security 
and auditability of access to the instance, and improve 
security and auditability of access to the instance.

iPQ.No Correct 
Answer

Points Explanation 
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Amazon EMR!

Explanation : 
Amazon EMR is the industry-leading cloud big data platform 
for processing vast amounts of data using open source tools 
such as Hadoop, Apache Spark, Apache Hive, Apache 
HBase, Apache Flink, Apache Hudi, and Presto.

iPQ.No Correct 
Answer

Points Explanation 
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Answer = 4

All of the above!

Explanation : 

AWS Shield: AWS Shield is a managed distributed denial of 
service (DDoS) protection service that protects applications 
running on AWS. AWS Shield offers always-on detection and 
automatic inline mitigations that minimize application 
downtime and latency.


AWS Web Application Firewall (AWS WAF): Using AWS Web 
Application Firewall (AWS WAF), you can configure web 
access control lists (Web ACLs) on your Amazon CloudFront 
distributions or application load balancers to filter and block 
requests based on request signatures. In addition, by using 
the AWS Web Application Firewall's (AWS WAF) rate-based 
rules, you can automatically block the IP addresses of bad 
actors when requests matching a rule exceed a threshold 
that you


Amazon CloudFront with Amazon Route 53: AWS hosts 
Amazon CloudFront and Amazon Route 53 services on a 
distributed network of proxy servers in data centers called 
edge locations. Using the global Amazon network of edge 
locations for application delivery and DNS service is crucial 
for building a comprehensive defense against DDoS attacks 
against your dynamic web applications.


AWS Shield, AWS Web Application Firewall (AWS WAF), and 
Amazon CloudFront with Amazon Route 53 mitigate DDoS 
attacks.
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All of the above!

Explanation : 

AWS services can be accessed through three distinct 
methods:


This is a straightforward web-based interface for accessing 
AWS services.


AWS Command Line Interface (AWS CLI): You can automate 
service management with scripts and access AWS services 
from the command line.


You can also access the AWS Software Development Kit 
(SDK), which provides language-specific abstracted APIs for 
AWS services.

iPQ.No Correct 
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Points Explanation 
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Answer = 2

AWS Business Support!

Explanation : 

AWS provides its customers with four distinct support plans: 
AWS Developer Support, AWS Business Support, AWS 
Enterprise On-Ramp Support, and AWS Enterprise Support. 
Every AWS customer receives a basic support plan.


AWS Business Support: Use the AWS Business Support plan 
if you have production workloads on AWS and require 
technical support and architectural guidance in the context 
of your specific use cases 24x7 via phone, email, and chat. 
For the given use case, the AWS Business Support plan is 
the most cost-effective option.


Exam Alert:


Please review the differences between the AWS Developer 
Support, AWS Business Support, AWS Enterprise On-Ramp 
Support, and AWS Enterprise Support plans, as you can 
anticipate at least two questions on the exam:
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Both A and B!

Explanation : 

A "horizontally scalable" system is one whose capacity can 
be increased by adding more computers. This is in contrast 
to a "vertically scalable" system, which is limited to running 
its processes on a single computer; in such systems, the 
only way to improve performance is to add faster (or 
additional) CPUs, memory, or storage to a single computer. 
Horizontally scalable systems frequently outperform 
vertically scalable systems due to their ability to execute 
workloads in parallel and distribute them across multiple 
computers.


ELB stands for Elastic Load Balancing.


ELB distributes incoming application traffic across multiple 
targets, including Amazon EC2 instances, containers, IP 
addresses, and Lambda functions. It can manage the 
fluctuating application traffic load within a single availability 
zone (AZ) or across multiple AZs. This pertains to horizontal 
scaling.


Amazon Relational Database Service (Amazon RDS) read 
replicas.


Amazon Relational Database Service (Amazon RDS) 
simplifies the deployment, management, and scalability of 
cloud-based relational databases. Read replicas allow you to 
create synchronized read-only copies of your master 
database. Additionally, you can position your read replica in 
a different AWS region closer to your users to improve 
performance. Read replicas are an illustration of horizontal 
resource scaling.

iPQ.No Correct 
Answer

Points Explanation 
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Acceptable Use Policy for AWS!

Explanation : 
The Acceptable Use Policy outlines prohibited uses of the 
web services provided by Amazon Web Services, Inc. and its 
affiliates (the "Services") and the website accessible at http://
aws.amazon.com (the "AWS Site"). This policy is available at 
https://aws.amazon.com/aup/ and is updated as necessary 
by AWS.

2AWSCCP-CLF60 4 15.4 Answer = 4

AWS Config!

Explanation : 

AWS Config is a service that enables you to assess, audit, 
and evaluate your AWS resource configurations. Config 
continuously monitors and records the configurations of your 
AWS resources and automates the comparison of recorded 
configurations to desired configurations. Consider resource-
specific history, auditing, and compliance, and consider 
configuration.


You can do the following using AWS Config: 1. Examine the 
configurations of your AWS resources for the desired 
settings. 2. Obtain a snapshot of the current configurations 
of supported AWS resources associated with your account. 
3. Retrieve the configurations of one or more account-
managed resources. 4. Get the configuration history of one 
or more resources. 5. Receive an alert when a resource is 
created, updated, or deleted. 6. View the connections 
between resources. For instance, you may wish to locate all 
the resources that utilize a specific security group.

iPQ.No Correct 
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Your Account Health Dashboard for AWS!

Explanation : 

AWS Health: Your Account Health Dashboard provides 
notifications and remediation guidance when AWS is 
experiencing events that may have an effect on you.


With AWS Health: Your Account Health Dashboard, alerts are 
triggered by changes in the health of your AWS resources, 
providing visibility into events and guidance for diagnosing 
and resolving problems quickly.


You can view the current status on this page at 

https://phd.aws.amazon.com/phd/home.
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Answer = 1

A subnet spans only one availability zone (AZ) in the region, whereas an 
Amazon Virtual Private Cloud (Amazon VPC) spans all availability zones 
(AZ) in the region!

Explanation : 

Amazon Virtual Private Cloud (Amazon VPC) is a logically 
isolated section of the AWS Cloud in which you can launch 
AWS resources in a custom-defined virtual network. You 
have full control over your virtual networking environment, 
which includes the selection of your IP address range, the 
creation of subnets, and the configuration of route tables and 
network gateways. An Amazon Virtual Private Cloud 
(Amazon VPC) spans across all of the region's availability 
zones (AZ).


Within your Amazon Virtual Private Cloud (Amazon VPC), a 
subnet is a range of IP addresses. A subnet only spans one 
availability zone (AZ) within a region.


Overview of Amazon Virtual Private Cloud (Amazon VPC) and 
Subnets




via - https://docs.aws.amazon.com/vpc/latest/userguide/

VPC_Subnets.html
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2AWSCCP-CLF64 3 15.2 Answer = 3

Amazon DynamoDB!

Explanation : 

Amazon DynamoDB is a NoSQL database that supports key-
value and document data models and enables developers to 
build serverless, modern applications that can start small 
and scale to support petabytes of data and tens of millions 
of read and write requests per second.


Amazon DynamoDB supports both document and key-value 
data models. This allows Amazon DynamoDB to have a 
flexible schema, allowing each row to contain any number of 
columns at any given time. This allows you to easily adapt 
the table schema to changing business requirements, unlike 
relational databases.

iPQ.No Correct 
Answer

Points Explanation 

Answer = 2

Elasticity!

Explanation : 

The ability to acquire resources as needed and release them 
when they are no longer required is referred to as the 
"elasticity of the cloud." With cloud computing, you do not 
need to overprovision resources in advance to accommodate 
future peaks in business activity. Instead, you provide the 
required quantity of resources. You can instantly scale these 
resources up or down to increase or reduce capacity as your 
business's needs change.


What exactly is Elasticity?




 via Amazon: 


https://aws.amazon.com/what-is-cloud-computing/
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Allows a single contact to open an unlimited number of cases!

Explanation : 
The AWS Developer Support plan permits an unlimited 
number of cases to be opened by a single primary contact.
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