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Explanation : 

An optional layer of protection for your virtual private cloud 
(VPC) is a network access control list (network ACL), which 
functions as a firewall for regulating traffic into and out of 
one or more subnets (i.e., it controls traffic at the subnet 
level). Each rule in an ACL for a network can either allow or 
refuse traffic and is divided into inbound and outbound 
rules.


Overview of the Network Access Control List (network 
ACL) can be found at 




https://docs.aws.amazon.com/vpc/latest/userguide/vpc-
network-acls.html.
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Explanation : 
You can quickly and easily add user registration, sign-in, 
and access control to your online and mobile apps with 
Amazon Cognito. You can utilize SAML identity solutions, 
your own identity system, or social identity providers like 
Facebook, Twitter, or Amazon with Amazon Cognito to 
authenticate users.
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Explanation : 

Infrastructure as a Service (IaaS), Platform as a Service 
(PaaS), and Software as a Service (SaaS) are the three 
categories into which cloud computing can be generically 
categorized.


Platform as a Service (PaaS) frees you up to concentrate 
on the deployment and administration of your apps by 
removing the requirement to maintain underlying 
infrastructure (often hardware and operating systems). You 
don't have to be concerned with any of the other 
undifferentiated heavy lifting associated with running your 
application, such as resource acquisition, capacity 
planning, software maintenance, patching, etc.


Please take a look at this summary of cloud computing 
kinds at 




https://aws.amazon.com/types-of-cloud-computing/.
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Explanation : 

A dedicated network connection from your premises to 
AWS may be easily established with the help of AWS Direct 
Connect, a cloud service solution. Your data center, office, 
or colocation environment can be privately connected to 
AWS via AWS Direct Connect, which in many 
circumstances can lower network costs, boost bandwidth 
throughput, and offer a more reliable network experience 
than Internet-based connections.


Using https://aws.amazon.com/directconnect/, find out 
how AWS Direct Connect functions.
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Explanation : 

"Security in the cloud" is the responsibility of the 
customers. It includes setting up the operating system, 
network, and application firewall.


Exam Warning:


Please thoroughly review the AWS Shared Responsibility 
Model because there will be many questions on it on the 
test (found at: https://aws.amazon.com/compliance/
shared-responsibility-model/).
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5AWS CCP07 3 15.4 Answer = 3

Both A and B


Explanation : 

Incoming application traffic is automatically split among numerous 
targets, such as Amazon EC2 instances, containers, and IP 
addresses, through elastic load balancing (ELB). It can manage the 
fluctuating volume of traffic from your application in a single 
availability zone (AZ) or across several AZs. 

The three load balancer types provided by Elastic Load Balancing 
(ELB) are Application Load Balancer (best suited for HTTP and 
HTTPS traffic), Network Load Balancer (best suited for TCP traffic), 
and Classic Load Balancer. All three load balancer types have high 
availability, automatic scaling, and robust security. 
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Answer = 4

Systems Manager for AWS


Explanation : 

You may automate processes across your AWS resources and 
centralize operational data from several AWS services using AWS 
Systems Manager. You can arrange resources into logical 
categories, such as apps, various application stack layers, or 
development and production environments. 

You can choose a resource group in AWS Systems Manager to 
observe its most recent API activity, resource configuration 
changes, related notifications, operational alerts, software 
inventory, and patch compliance status. Depending on your 
operational needs, you can also take action on each group of 
resources. To ensure comprehensive visibility and control over 
your operations, AWS Systems Manager offers a central location 
to see and manage your AWS resources. 

http://aws.amazon.com/systems-manager/ describes the 
operation of AWS Systems Manager. 
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Explanation : 

The AWS Cloud Development Kit (AWS CDK) is an open-
source platform for creating software that allows you to 
describe the resources for your cloud applications using 
well-known programming languages.


The AWS Cloud Development Kit (AWS CDK) models your 
apps using the comfort and expressiveness of 
programming languages. It gives you access to high-level 
building blocks known as constructs that preconfigure 
cloud resources with tested defaults, enabling you to 
create cloud applications without specialized knowledge. 
Through AWS CloudFormation, AWS CDK creates your 
resources in a secure, repeatable manner. Additionally, it 
enables you to create and distribute your own original 
bespoke structures that take into account the needs of 
your business, which will speed up the beginning of new 
projects.


To put it simply, you create AWS CDK projects using the 
AWS CDK framework, which are then performed to 
produce AWS CloudFormation templates.


AWS CDK's functionality is explained at 




https://aws.amazon.com/cdk/.
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Explanation : 

AWS Config has a capability for tracking configuration 
changes.


You may analyze, audit, and evaluate the configurations of 
your AWS resources using the service known as AWS 
Config. Config allows you to automate the comparison of 
recorded configurations to desired configurations while 
continuously monitoring and recording your AWS resource 
configurations.


Visit https://aws.amazon.com/config/ to learn how AWS 
Config functions.
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Explanation : 

Developers and system administrators can easily establish 
and manage a group of linked AWS resources with AWS 
CloudFormation, provisioning and updating them in a 
systematic and predictable way.


To specify your AWS resources, any associated 
dependencies, and any runtime settings necessary to run 
your application, you can use the AWS CloudFormation 
sample templates or construct your own templates. As a 
result, you can standardize the infrastructure components 
utilized throughout your business, enabling configuration 
compliance and quicker troubleshooting. This gives you a 
single source of truth for all of your resources.


You may calculate the cost of your resources using AWS 
CloudFormation templates.


Visit https://aws.amazon.com/cloudformation/ to learn 
more about AWS CloudFormation.
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Explanation : 

AWS Single Sign-On (AWS SSO) is replaced by AWS IAM 
Identity Center. For the purpose of streamlining access 
management to several AWS accounts, AWS applications, 
and other SAML-enabled cloud services, it is developed on 
top of AWS Identity and Access Management (IAM). You 
can create or link your workforce users for use across AWS 
in IAM Identity Center. You have the option of controlling 
access to both your cloud applications and AWS accounts 
separately or jointly.


Users can be created in IAM Identity Center natively or 
imported from an existing employee directory. You may 
define, adapt, and assign fine-grained access using IAM 
Identity Center's unified management interface. Your 
workforce users can access their assigned AWS accounts 
or cloud applications using a user portal.


IAM Identity Center enables you to quickly and easily 
manage employee access to numerous AWS accounts, 
SAML-enabled cloud services (including Salesforce, 
Microsoft 365, and Box), and specially created in-house 
applications from a single location.


Using https://aws.amazon.com/iam/identity-center/, learn 
how AWS IAM Identity Center functions.
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Business Support by AWS


Explanation : 

If you use AWS for production workloads and need access 
to technical support and architectural advice on a 24/7 
basis through phone, email, and chat for your unique use 
cases, AWS recommends AWS Business Support. AWS 
Trusted Advisor Best Practice Checks are fully accessible 
to you. Additionally, it is the least expensive support 
package for offering cloud support experts better technical 
support.


Exam Warning:


As you can anticipate at least a few questions on the 
exam, please review the distinctions between the AWS 
Developer Support, AWS Business Support, and AWS 
Enterprise Support plans:
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Explanation : 

A group of Amazon EC2 instances that are automatically 
scaled and managed as a logical unit is called an auto-
scaling group. Its size can be modified to satisfy demand 
either manually or automatically.


When using AWS services, AWS Auto Scaling can help you 
maximize usage and cost efficiency so that you only pay 
for the resources you really use.


Using https://aws.amazon.com/autoscaling/, find out how 
AWS Auto Scaling functions.





When deployed in a particular availability zone (AZ), 
Amazon EC2 Reserved Instances (RI) offer a large discount 
(up to 72%) compared to on-demand pricing and 
guarantee capacity.


Overview of EC2 Pricing Options: 
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Explanation : 

The only place to find information regarding the 
functionality and availability of AWS services is the AWS 
Health Dashboard (Service Health). You can sign in to read 
personalized communications regarding your specific AWS 
account or business, as well as view the general status of 
AWS services.


To find out the current status, visit this page at https://
health.aws.amazon.com/health/status.


You can subscribe to an RSS feed in the AWS Health 
Dashboard (Service Health) to receive notifications when a 
service is interrupted.

5AWS CCP15 4 15.4 Answer = 4
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Explanation : 

For each request made to an Amazon S3 bucket, server 
access logging keeps a thorough record. Many 
applications can benefit from server access logs. 
Information from access logs, for instance, may be helpful 
during security and access audits.


Additionally, it may assist you in comprehending your 
Amazon S3 bill and learning more about your clientele.

iPQ.No Correct 
Answer

Points Explanation 
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All availability zones (AZs) in an AWS region are covered by a VPC


Explanation : 

A logically isolated area of the AWS Cloud where you can 
launch AWS resources in a virtual network that you define 
can be created using the Amazon Virtual Private Cloud 
(Amazon VPC). Your virtual networking environment is 
completely under your control, and this includes choosing 
your own IP address range, setting up subnets, configuring 
route tables, and setting up network gateways.


All Availability Zones (AZs) in a region are covered by an 
Amazon VPC.

5AWS CCP17 3 15.4
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Explanation : 

A hybrid deployment is a means to link current resources 
that are not in the cloud with existing infrastructure and 
applications. The most popular hybrid deployment strategy 
involves extending and growing an organization's on-
premises infrastructure into the cloud while linking cloud 
services to the internal system.


through - https://aws.amazon.com/types-of-cloud-
computing/ An Overview of Cloud Computing Deployment 
Models
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Explanation : 

You can attach a robust, block-level storage device called 
an Amazon EBS Elastic Volume to your instances. You can 
utilize a volume as you would a physical hard drive after 
attaching it to an instance.


The volume and the instance must be in the same 
Availability Zone (AZ) when utilizing Amazon EBS Elastic 
Volumes.

5AWS CCP19 1 15.4
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Answer
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Answer = 1
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Explanation : 

The data needed to launch an instance is provided via an 
Amazon Machine Image (AMI). When launching an 
instance, you must supply an Amazon Machine Image 
(AMI). When you require numerous instances with the same 
configuration, you can launch them all from a single 
Amazon Machine Image (AMI).


Using an Amazon Machine Image (AMI) is explained in this 
user guide: 




https://docs.aws.amazon.com/AWSEC2/latest/AMIs.html
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Explanation : 

Customers can easily prepare and load their data for 
analytics with AWS Glue, a fully managed extract, 
transform, and load (ETL) service. The purpose of an AWS 
Glue task is batch ETL data processing.


How AWS Glue functions may be found at:

https://aws.amazon.com/glue/

5AWS CCP21 3 15.4

iPQ.No Correct 
Answer

Points Explanation 

Answer = 3

Both A and B


Explanation : 

Exam Warning:


Please consider the following six benefits of cloud 
computing: You will undoubtedly be asked about how 
cloud computing differs from a conventional on-premises 
configuration.


via: Whitepapers.aws.amazon.com/latest/aws-overview/
six-advantages-of-cloud-computing.html
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Explanation : 

The serverless applications, distributed systems, and 
microservices that you may decouple and scale using 
Amazon Simple Queue Service (Amazon SQS), a fully 
managed message queuing service. Developers can now 
concentrate on creating work that stands out from the 
crowd thanks to Amazon SQS, which removes the 
complexity and overhead involved in managing and 
operating message-oriented middleware.


You can send, store, and receive messages across 
software components using Amazon Simple Queue Service 
(Amazon SQS) at any volume without losing messages or 
needing other services to be available.

5AWS CCP23 3 15.4 Answer = 3
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Explanation : 

Persistent block storage volumes are offered by Amazon 
Elastic Block Store (Amazon EBS) for usage with Amazon 
EC2 instances in the AWS Cloud. In order to provide high 
availability and durability and to safeguard you against 
component failure, each Amazon EBS volume is 
automatically replicated inside its Availability Zone (AZ). 
The reliable and low-latency performance required to 
operate your applications is provided by Amazon EBS 
volumes. With Amazon EBS, you can quickly scale up or 
decrease your usage while only paying for what you 
actually provision.


The primary fees for EBS volumes include the volume type 
(depending on performance), the provisioned storage 
capacity in GB per month, the provisioned IOPS per 
month, the storage used for snapshots, and outbound data 
transmission.

iPQ.No Correct 
Answer

Points Explanation 
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Snowmobile AWS


Explanation : 
Extremely huge amounts of data are transferred to AWS 
using the exabyte-scale data transfer service known as 
AWS Snowmobile. Per snowmobile, a 45-foot-long 
ruggedized shipping container drawn by a semi-trailer 
truck, you can transfer up to 100 PB. Massive volumes of 
data, such as video libraries, image repositories, or even a 
whole data center transfer, may be moved to the cloud with 
ease with AWS Snowmobile. Snowmobiling is a faster, 
more efficient, and more secure way to transfer data.

5AWS CCP25 3 15.4
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Answer
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Answer = 3

Kindle Macie


Explanation : 

Amazon Macie is a fully managed data security and privacy 
solution that finds and safeguards sensitive data in AWS 
using machine learning and pattern matching.


Amazon Macie finds sensitive data at scale in an 
economical manner using machine learning and pattern 
matching. A sizable and expanding range of sensitive data 
categories, including personally identifiable information (PII) 
like names, addresses, and credit card numbers, are 
automatically detected by Amazon Macie. Additionally, it 
provides you with continuous insight into the safety and 
protection of your data stored in Amazon S3.


Using https://aws.amazon.com/macie/, find out how 
Amazon Macie functions.


©Beyond Smart Cities Private Limited 



5AWS CCP26 3 15.4

iPQ.No Correct 
Answer

Points Explanation 

Answer = 3

K&$?!)!7-4!K!

Explanation : 

Responsibility of AWS: "Security of the Cloud": AWS is in 
charge of safeguarding the hardware that powers all of the 
services provided by the AWS Cloud. The facilities, 
networking, hardware, and software needed to run AWS 
cloud services make up this infrastructure.


Exam Warning:


Please thoroughly review the AWS Shared Responsibility 
Model because there will be many questions on it on the 
test (found at: https://aws.amazon.com/compliance/
shared-responsibility-model/).
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Explanation : 

AWS Partners and Amazon Web Services (AWS) solution 
architects work together to create automated reference 
deployments known as AWS Partner Solutions. Partner 
Solutions assists you with AWS best practices deployment 
of well-known technologies. You can use your 
surroundings in minutes after condensing hundreds of 
manual processes into a few actions.


Automated reference deployments for important AWS 
Cloud workloads are known as AWS Partner Solutions. 
Each partner solution uses AWS best practices for security 
and availability to launch, set up, and operate the compute, 
network, storage, and other AWS services necessary to 
deploy a particular workload on AWS.

5AWS CCP28 2 15.4 Answer = 2
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Explanation : 

With the help of many filtering dimensions (such as AWS 
Service, AWS Region, Linked Account, etc.), AWS Cost 
Explorer enables you to investigate your AWS costs and 
consumption both at a high level and in detail. AWS Cost 
Explorer also enables you to build custom reports from 
scratch and offers you access to a collection of basic 
reports to get you started.


In addition to the current AWS organization-level 
suggestions in AWS Cost Explorer, customers can also 
obtain Savings Plan recommendations at the member 
(linked) account level.

iPQ.No Correct 
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Explanation : 

By optimizing your AWS setup, AWS Trusted Advisor is an 
online tool that can help you lower costs, boost 
performance, and enhance security. AWS Trusted Advisor 
offers in-the-moment advice to assist you in provisioning 
your resources in accordance with AWS best practices.


See https://aws.amazon.com/premiumsupport/technology/
trusted-advisor/ for more information on how AWS Trusted 
Advisor functions.
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ElastiCache by Amazon


Explanation : 

An in-memory cache in the cloud may be quickly deployed, 
run, and scaled thanks to Amazon ElastiCache, a web 
service. The service enhances web application 
performance by enabling you to access data from quick, 
managed in-memory caches rather than solely relying on 
slower disk-based databases.


ElastiCache can store some values to reduce the strain on 
a database while Amazon EC2 instances are heavily 
reading data from it.


Using https://aws.amazon.com/elasticache/, find out how 
Amazon ElastiCache functions.
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Explanation : 

AWS Web Application Firewall (AWS WAF) is a web 
application firewall that enables you to set up rules that 
permit, deny, or monitor (count) web requests based on 
criteria that you specify. This helps secure web 
applications from assaults. IP addresses, HTTP headers, 
HTTP bodies, URI strings, SQL injection, and cross-site 
scripting (XSS) are some examples of these circumstances.


AWS WAF is a web application firewall that enables you to 
manage access to your content and track HTTP and 
HTTPS requests sent to Amazon CloudFront.


Your rules are applied across all AWS Edge Locations, 
which are places all over the world near your end 
customers, when you utilize the AWS web application 
firewall (AWS WAF) on Amazon CloudFront. This means 
that performance isn't sacrificed for security. Requests that 
are blocked are terminated before they reach your web 
servers.


According to https://aws.amazon.com/waf, how AWS WAF 
functions
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Explanation : 

As your workloads on AWS expand and scale, AWS 
Organizations enables you to centrally manage your 
environment. Whether you run a huge corporation or a 
developing start-up, AWS organizations enable you to 
share resources among your AWS accounts and manage 
invoicing, access, compliance, and security from a single 
location.


You can automatically generate accounts, group accounts 
to meet your business requirements, and apply policies to 
these groups for governance using AWS Organizations. 
Setting up a single payment method for all of your AWS 
accounts can also streamline billing. You can use AWS 
Organizations to define centralized setups and resource 
sharing across accounts in your business through 
interactions with other AWS services. All AWS users have 
access to AWS Organizations at no extra cost.


For improved resource isolation and to have distinct per-
account service limits, you should create accounts per 
department based on regulatory requirements (using 
Service Control Policies (SCP)).


You can limit the services and activities that are permitted 
in your accounts using AWS Organizations. To apply 
permission boundaries to AWS Identity and Access 
Management (IAM) users and roles, use the Service Control 
Policies (SCP).

iPQ.No Correct 
Answer

Points Explanation 
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Explanation : 

You can investigate AWS services and generate a cost 
projection for your use cases on AWS using the AWS 
Pricing Calculator. You can investigate the price ranges and 
calculations used to arrive at your estimate, model your 
solutions before they are built, and discover the instance 
kinds and contract terms that best suit your requirements. 
This gives you the information you need to use AWS wisely. 
You may budget your AWS expenses and use or estimate 
them by launching a fresh batch of instances and services. 
Visit https://calculator.aws/#/ to use the AWS Pricing 
Calculator.


Using server, storage, network, and IT labor costs from an 
on-premises or conventional hosting environment, the 
AWS Pricing Calculator compares the costs of your 
applications against those of AWS. As a result, you must 
provide every component that is pertinent to these points 
of comparison.


The costs of IT labor also include server administration.


The costs associated with servers, storage, and networks 
include power and cooling.

5AWS CCP34 1 15.4 Answer = 1
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Explanation : 
Implementing automation will increase the efficiency of 
your business and the stability of your system. AWS Elastic 
Beanstalk, Auto Scaling, AWS Lambda, and other services 
can automate application architecture to increase 
performance, scalability, and resilience.

iPQ.No Correct 
Answer

Points Explanation 
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Explanation : 

The simplest approach to start and maintain a virtual 
private server (VPS) with AWS is to use Amazon Lightsail. 
For a low, dependable cost, Amazon Lightsail plans give 
everything you require to kick out your project, including a 
virtual machine, SSD-based storage, data transfer, Domain 
Name System (DNS) management, and a static IP address.


It's excellent that a well-known IT solution can be swiftly 
launched and made available for usage even by those with 
little prior cloud computing experience.

5AWS CCP36 3 15.4 Answer = 3

TB/=&'(/!HI!)=8!

Explanation : 
Chef and Puppet instances are controlled via the 
configuration management service AWS OpsWorks. You 
can use code to automate the configuration of your servers 
using automation technologies like Chef and Puppet. You 
can utilize AWS OpsWorks to leverage Chef and Puppet to 
automate the configuration, deployment, and management 
of servers across your on-premises compute 
infrastructures or Amazon Elastic Compute Cloud (Amazon 
EC2) instances.

iPQ.No Correct 
Answer

Points Explanation 
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Explanation : 

You may analyze, audit, and evaluate the configurations of 
your AWS resources using the service known as AWS 
Config. Your AWS resource configurations are continuously 
monitored and recorded by AWS Config, which also 
enables you to automatically compare the recorded 
configurations to the desired configurations. With AWS 
Config, you may investigate intricate resource configuration 
histories, examine changes in links across AWS resources, 
and assess your overall compliance with the configurations 
outlined in your internal rules. This makes it possible for 
you to streamline operational troubleshooting, change 
management, security analysis, and compliance auditing.


Visit https://aws.amazon.com/config/ to learn how AWS 
Config functions.
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Explanation : 

Your AWS resources can receive tags as metadata that you 
can apply. Each tag is a label made up of a key and value 
that the user defines. You may manage, identify, organize, 
find, and filter materials with the use of tags. Resources 
can be categorized using tags according to their owner, 
environment, purpose, or other factors.


Typically, you link AWS expenses with conventional cost-
allocation dimensions using business identifiers like cost 
center/business unit, client, or project. But any tag can be 
included in a cost allocation report. This enables you to link 
expenditures to technical or security aspects like particular 
apps, environments, or compliance initiatives.


By way of https://docs.aws.amazon.com/general/latest/gr/
aws_tagging.html, an illustration of tagging for cost 
optimization
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Explanation : 

Configure the Amazon S3 Lifecycle of your objects to 
manage them so that they are cost-effectively stored over 
the course of their lives. An S3 Lifecycle configuration is a 
set of guidelines that specify the activities Amazon S3 
should take in relation to a collection of items. There are 
two different kinds of activities: expiration actions and 
transition actions, which specify when items move from 
one storage class to another and when they are deleted by 
Amazon S3 on your behalf.


In this specific use scenario, a transition action would be 
used.

iPQ.No Correct 
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Both A and B


Explanation : 

The capacity to manage systems to create business value 
and continuously enhance auxiliary practices and 
processes is a component of the operational excellence 
pillar.


To find probable sources of failure and remove or lessen 
them, do "pre-mortem" activities. Test your failure 
scenarios and confirm that you comprehend their effects. 
Test your response protocols to make sure they work and 
that teams are comfortable using them. To evaluate 
workloads and team reactions to simulated situations, 
schedule regular game days.


Create workloads that allow for frequent component 
updates. When possible, implement minor, reversible 
adjustments that can be undone if they don't work.


The AWS Well-Architected Framework aids in your 
comprehension of the advantages and disadvantages of 
the choices you make while developing systems on AWS. 
Using the Framework will teach you architectural best 
practices for creating and managing dependable, secure, 
successful, and affordable cloud systems. It gives you a 
tool to regularly compare your architectures to best 
practices and pinpoint areas that need improvement.


Operational Excellence, Security, Reliability, Performance 
Efficiency, Cost Optimization, and Sustainability are the six 
pillars on which the AWS Well-Architected Framework is 
built.


Overview of the AWS Well-Architected Framework's six 
pillars:
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A client gateway


Explanation : 

A customer gateway device on your end of a site-to-site 
VPN connection is a hardware or software appliance. The 
device must be configured by you or your network 
administrator in order to use a site-to-site VPN connection.


By setting up an AWS Site-to-Site VPN connection and 
configuring routing to pass traffic over it, you can enable 
access to your remote network from your VPC.


via - https://docs.aws.amazon.com/vpn/latest/s2svpn/
your-cgw.html - more information on customer gateway 
devices
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Cloud Data Sync


Explanation : 

AWS DataSync is a secure online data transfer service that 
simplifies, automates, and accelerates moving terabytes of 
data to and from AWS storage services. Easily migrate or 
replicate large data sets without having to build custom 
solutions or oversee repetitive tasks. In addition to self-
managed object storage, AWS Snowcone, Amazon Simple 
Storage Service (Amazon S3) buckets, Amazon Elastic File 
System (Amazon EFS) file systems, and Amazon FSx for 
Windows File Server file systems, DataSync can copy data 
between Network File System (NFS) shares or Server 
Message Block (SMB) shares.


AWS DataSync can be used to continuously transfer data 
between on-premises systems and AWS for processing. In 
industries where moving active files into AWS quickly is 
necessary, DataSync can help speed up your crucial hybrid 
cloud storage workflows. This includes machine learning in 
life sciences, video production in media and entertainment, 
and big data analytics in financial services. To prevent 
delays in dependent processes, AWS DataSync offers 
timely delivery. You can define exclude filters, include 
filters, or both to select which files, folders, or objects get 
transferred each time your job runs.


To speed up data transfer, AWS DataSync uses a transfer 
protocol that it designed that is independent of the storage 
protocol. The protocol performs optimizations on how, 
when, and what data is sent over the network. Network 
optimizations performed by DataSync include incremental 
transfers, in-line compression, and sparse file detection, as 
well as in-line data validation and encryption.


Data Transfer between on-premises and AWS using AWS 
DataSync: via https://aws.amazon.com/datasync/
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Explanation : 

Shared Controls: Controls that apply to both the 
infrastructure layer and the customer layer but in 
completely separate contexts or perspectives In a shared 
control environment, AWS provides the requirements for 
the infrastructure, and the customer must provide their own 
control implementation within their use of AWS services.


AWS manages configuration for its infrastructure devices, 
but customers are in charge of setting up their own guest 
operating systems, databases, and applications.


Configuration of the operating system (OS)


"Security in the cloud" is the responsibility of the 
customers. It comprises client data as well as the guest 
operating system settings.


Operating system configuration as a whole is an AWS 
shared responsibility, but be careful: the host operating 
system configuration is the responsibility of AWS, and the 
guest operating system configuration is the responsibility 
of the customer.


Exam Warning:


Please thoroughly review the AWS Shared Responsibility 
Model because there will be many questions on it on the 
test (found at: https://aws.amazon.com/compliance/
shared-responsibility-model/).
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AWS Identity and Access Management (AWS IAM) is a global service, 
thus there is nothing to do


Explanation : 

AWS Identity and Access Management (IAM) enables you 
to manage access to AWS services and resources 
securely. Using IAM, you may establish and manage IAM 
users and IAM user groups and utilize permissions to grant 
and prohibit their access to AWS services.


Global service provided by AWS IAM. Users created within 
IAM can access their accounts all across the world and 
deploy resources in every location.

iPQ.No Correct 
Answer

Points Explanation 

Answer = 4

Amazon Lex


Explanation : 

Amazon Lex is a service for creating voice- and text-based 
conversational user interfaces. The same conversational 
engine that powers Amazon Alexa also powers Amazon 
Lex, which offers excellent speech recognition and 
language understanding capabilities. This paves the way 
for the integration of sophisticated, natural language 
"chatbots" into both new and existing applications.


Use Cases for Amazon Lex




via: https://aws.amazon.com/lex/

©Beyond Smart Cities Private Limited 



5AWS CCP46 3 15.4

iPQ.No Correct 
Answer

Points Explanation 

Answer = 3

It is a platform as a service (PaaS) that allows you to deploy and scale 
web applications and services


Explanation : 

Developers now have it even simpler to quickly deploy and 
manage applications in the AWS Cloud thanks to AWS 
Elastic Beanstalk. Developers simply upload their 
applications, and AWS Elastic Beanstalk automatically 
handles the deployment details of capacity provisioning, 
load balancing, auto-scaling, and application health 
monitoring.


You only control the applications and the data, making it a 
platform as a service (PaaS).


Review https://aws.amazon.com/types-of-cloud-
computing/ for a summary of the different types of cloud 
computing.
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Both A and B


Explanation : 

You receive a sizable discount (up to 75%) on Reserved 
Instances (RI) compared to the cost of an on-demand 
instance. Besides, when reserved instances (RI) are 
allocated to a certain availability zone (AZ), they give a 
capacity reservation, providing you additional assurance in 
your ability to run instances when you need them.


A 1-year or 3-year term is available for the purchase of 
standard and convertible reserved instances.


Overview of EC2 Pricing Options:




 via: https://aws.amazon.com/ec2/pricing
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Apple Batch


Explanation : 

Developers, scientists, and engineers can run hundreds of 
thousands of batch computing jobs on AWS quickly and 
effectively thanks to AWS Batch.


You can use AWS Batch to plan, schedule, and execute 
your batch computing workloads across the full range of 
AWS compute services. Based on the volume and 
particular resource requirements of the batch jobs 
submitted, AWS Batch dynamically allocates the best 
amount and kind of compute resources (such as memory-
optimized instances or CPUs). AWS Batch Provisions 
computes resources and optimizes the job distribution 
based on the volume and resource requirements of the 
submitted batch jobs.


Please study the typical AWS Batch use cases:
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AWS Security Token Service (AWS STS)


Explanation : 

The AWS Security Token Service (AWS STS) is a web 
service that enables you to request temporary, limited-
privilege credentials for AWS Identity and Access 
Management (AWS IAM) users or for users that you 
authenticate (federated users).


You can create and distribute trusted users with temporary 
security credentials that can restrict access to your AWS 
resources using the AWS Security Token Service (AWS 
STS). Temporary security credentials work almost 
identically to the long-term access key credentials that 
your IAM users can use, with the following differences:


Temporary security credentials are short-term, as the name 
implies. They can be adjusted to last ranging from a few 
minutes to several hours. After the credentials expire, AWS 
no longer recognizes them or allows any kind of access to 
API requests made with them.


Temporary security credentials are not saved with the user 
but are produced dynamically and delivered to the user as 
required. The user can ask for new security credentials 
when (or even before) the current ones run out as long as 
they are still authorized to do so.


Temporary security credentials are generated by the AWS 
Security Token Service (AWS STS). AWS STS is a universal 
service by default, and its endpoint is https://
sts.amazonaws.com. However, you can also opt to make 
AWS STS API calls to endpoints in any other supported 
region.
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Reserved instance (RI) convertible


Explanation : 

Purchase a convertible reserved instance (RI) if you need 
greater flexibility, such as the option to use alternative 
instance families, operating systems, or tenancies over the 
reserved instance (RI) term. You can acquire a converted 
reserved instance (RI) for a 1-year or 3-year period and 
receive a large discount (up to 54%) compared to an on-
demand instance.


When workloads are likely to alter, a convertible reserved 
instance (RI) may be helpful. In this example, a convertible 
reserved instance (RI) enables you to adjust as needs 
evolve while still enjoying discounts and capacity 
reservations.


Amazon EC2 Pricing Options Overview




: via: https://aws.amazon.com/ec2/pricing/
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SageMaker on Amazon


Explanation : 
Amazon SageMaker is a fully managed platform that 
enables developers and data scientists to rapidly and 
effectively construct, train, and deploy machine learning 
models at any scale. All the obstacles that often prevent 
developers from using machine learning are eliminated by 
Amazon SageMaker.

iPQ.No Correct 
Answer

Points Explanation 
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Amazon S3 One Zone-Infrequent Access (S3 One Zone-IA)


Explanation : 

Data that is accessed less frequently but needs quick 
access when needed is stored in Amazon S3 One Zone-
Infrequent Access (S3 One Zone-IA). Unlike other S3 
storage classes, which store data in a minimum of three 
availability zones (AZs), S3 One Zone-IA stores data in a 
single availability zone (AZ) and costs 20% less than S3 
Standard-IA. S3 One Zone-IA is ideal for customers who 
want a lower-cost option for infrequently accessed data 
but do not require the availability and resilience of S3 
Standard or S3 Standard-IA. It’s a good choice for storing 
secondary backup copies of on-premises data or easily re-
creatable data. You can also use it as cost-effective 
storage for data that is replicated from another AWS area 
using S3 cross-region replication (S3 CRR).


Exam Warning:


If you have any questions about S3's storage classes, 
please review this comprehensive comparison here: 




https://aws.amazon.com/s3/storage-classes/

©Beyond Smart Cities Private Limited 



5AWS CCP53 1 15.4 Answer = 1

Access advisor for AWS Identity and Access Management (IAM)


Explanation : 
The IAM Access Advisor reveals the service permissions 
granted to a user and when those services were last 
accessed. You can use this information to revise your 
policies. In conclusion, you may spot unused rights and 
adjust your IAM policies accordingly.

iPQ.No Correct 
Answer

Points Explanation 
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Amazon CodeGuru


Explanation : 

With the help of Amazon CodeGuru, developers may find 
the most expensive lines of code in an application and 
enhance the quality of their code. Use Amazon CodeGuru 
to automate code reviews during application development, 
continuously monitor application performance in 
production, offer suggestions and visual cues for 
enhancing code quality and application performance, and 
cut costs.


When developing applications, Amazon CodeGuru 
Reviewer uses machine learning and automated reasoning 
to find critical flaws, security holes, and difficult-to-find 
bugs. It then makes suggestions to improve the quality of 
the code.


By assisting developers in comprehending the behavior of 
their applications during runtime, locating and eliminating 
code inefficiencies, enhancing performance, and drastically 
lowering compute costs, Amazon CodeGuru Profiler helps 
identify an application's most expensive lines of code.


https://aws.amazon.com/codeguru/ explains how Amazon 
CodeGuru functions.
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Changing out bad Amazon EC2 instances


Explanation : 

With the aid of Amazon EC2 Auto Scaling, you may 
automatically add or remove Amazon EC2 instances in 
accordance with the criteria you specify while still 
maintaining the availability of your applications. To keep 
your fleet healthy and available, you can make use of 
Amazon EC2 Auto Scaling's fleet management features. To 
add or remove EC2 instances, you can also use Amazon 
EC2 Auto Scaling's dynamic and predictive scaling 
features.


When an instance becomes unhealthy, Amazon EC2 Auto 
Scaling can identify it, terminate it, and then start a new 
one.

5AWS CCP56 1 15.4 Answer = 1

(Amazon S3) Amazon Simple Storage Service


Explanation : 

An Amazon EBS Elastic Volume can have a point-in-time 
snapshot created of it that you can use as a starting point 
for new volumes or data backups. When you periodically 
take a snapshot of a volume, the snapshots are 
incremental; only the blocks that have changed since the 
previous snapshot are saved in the new snapshot.


You can back up the data on your Amazon EBS Elastic 
Volumes to Amazon Simple Storage Service (Amazon S3) 
by taking point-in-time snapshots.
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Use AWS Key Management Service (AWS KMS) to encrypt data


Explanation : 

The security pillar includes the ability to protect 
information, systems, and assets while delivering business 
value through risk assessments and mitigation strategies.


Encrypting data is part of the design concept "Protect data 
in transit and at rest." Classify your data into sensitivity 
levels and employ technologies such as encryption, 
tokenization, and access control when applicable.


AWS Key Management Service (AWS KMS) makes it easy 
for you to produce and control keys needed for encryption. 
It is an essential Security Pillar service.


The AWS Well-Architected Framework aids in your 
comprehension of the advantages and disadvantages of 
the choices you make while developing systems on AWS. 
By using the framework, you will learn architectural best 
practices for designing and operating reliable, secure, 
efficient, and cost-effective systems in the cloud. It gives 
you a tool to regularly compare your architecture to best 
practices and pinpoint areas that need improvement.


The AWS Well-Architected Framework is centered on six 
pillars: operational excellence, security, reliability, 
performance efficiency, cost optimization, and 
sustainability.


Overview of the AWS Well-Architected Framework's six 
pillars:
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AWS CloudHSM


Explanation : 

Utilizing dedicated Hardware Security Module (HSM) 
instances within the AWS cloud, the CloudHSM service 
from Amazon Web Services (AWS) assists you in adhering 
to contractual, regulatory, and corporate compliance 
requirements for data security.


You can securely create, store, and manage the 
cryptographic keys required for data encryption using AWS 
CloudHSM in a way that only you have access to the keys.


How AWS CloudHSM works: via https://aws.amazon.com/
cloudhsm/
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Per second payment


Explanation : 

With on-demand instances, you only pay for the Amazon 
EC2 instances you use. Utilizing on-demand instances 
relieves you of the expenses and hassles associated with 
organizing, acquiring, and maintaining hardware and 
converts what are typically high fixed costs into 
considerably lower variable costs.


Pay-per-second pricing is used whenever a Windows EC2 
on-demand instance is running.

iPQ.No Correct 
Answer

Points Explanation 

Answer = 4

Cost and Usage Report for AWS (AWS CUR)


Explanation : 

The most complete set of cost and usage data is found in 
the AWS Cost & Usage Report (AWS CUR). Your Amazon 
Simple Storage Service (Amazon S3) bucket can be used 
to publish your AWS billing reports using Cost and Usage 
Reports. You can get reports that show your costs broken 
down by the hour, month, product, resource, or tags that 
you define.




via: https://docs.aws.amazon.com/cur/latest/userguide/
what-is-cur.html AWS Cost & Usage Report (AWS CUR) 
Overview
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The AWS Fault Injection Simulator


Explanation : 

To do fault injection experiments on AWS, use the AWS 
Fault Injection Simulator (AWS FIS), a fully managed tool 
that makes it simpler to increase an application's 
performance, observability, and resilience. Chaos 
engineering, which is the technique of straining an 
application in testing or production environments by 
generating disruptive events, such as a sharp rise in CPU 
or memory use, watching how the system reacts, and 
applying improvements, uses fault injection experiments to 
do this. The real-world conditions needed to find hidden 
bugs, monitor blind spots, and track performance 
bottlenecks that are challenging to find in distributed 
systems are created by teams using fault injection 
experiments.


Teams can gain confidence in the behavior of their 
applications by using the AWS Fault Injection Simulator 
(AWS FIS), which makes it easier to set up and run 
controlled fault injection experiments across a variety of 
AWS services. Teams may quickly set up experiments 
using pre-built templates that produce the required 
disruptions using AWS Fault Injection Simulator (AWS FIS). 
Teams can execute experiments in production with the 
help of the AWS Fault Injection Simulator (AWS FIS), which 
offers controls and safeguards including automatically 
rolling back or ending the experiment if certain criteria are 
satisfied. Teams can run complex scenarios with typical 
distributed system failures occurring in parallel or building 
sequentially over time with just a few clicks in the console, 
giving them the ability to simulate real-world conditions to 
find hidden weaknesses.
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Both A and B


Explanation : 

A highly scalable and available cloud Domain Name 
System (DNS) web service is Amazon Route 53. By 
converting names like www.example.com into the numeric 
IP addresses that computers use to connect to each other, 
such 192.0.2.1, it is intended to give developers and 
organizations an incredibly dependable and cost-effective 
way to route end users to Internet services.


You can search for and register available domain names 
using Amazon Route 53's domain name registration 
services, or you can transfer already-registered domain 
names to Route 53 for management.


Your application, web servers, and other resources can all 
be kept under observation by Amazon Route 53.
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Amazon Customize


Explanation : 

With the help of Amazon Personalize, programmers can 
create applications using the same machine learning (ML) 
technology that powers real-time personalized 
recommendations on Amazon.com. Any digital channel 
can have its end-user experience customized using 
Amazon Personalize. Examples include recommending 
products for e-commerce, news stories and content for 
publishing, media, and social networks, hotels for travel 
websites, credit cards for banks, and matches for dating 
services. Websites, mobile apps, emails, and messaging 
services can all be used to deliver these suggestions and 
personalized experiences. When a user interacts with a 
product or service through a physical channel, such as a 
meal delivery service, Amazon Personalize can be used to 
personalise the user experience.


The major use cases that Amazon Personalize provides are 
as follows:


individual recommendations


comparable items

Reranking a user's list of items according to their 
preferences Personalized promotions and notifications
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Horizontal scaling


Explanation : 
The only way to increase performance in a vertically 
scalable system, which can only run its processes on a 
single computer, is to add more resources to that 
computer, such as faster (or more) CPUs, memory, or 
storage.
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Both A and B


Explanation : 

Amazon CloudWatch is a monitoring service for AWS cloud 
resources and the applications you run on AWS. You can 
use Amazon CloudWatch to gather and track metrics, 
collect and monitor log files, and create alarms. Amazon 
CloudWatch can track custom metrics produced by your 
applications and services, any log files your applications 
produce, and AWS resources like Amazon Elastic Compute 
Cloud (Amazon EC2) instances, Amazon DynamoDB 
tables, and Amazon Relational Database Service (Amazon 
RDS) DB instances.


Gaining system-wide visibility into resource utilization, 
application performance, and operational health is possible 
with Amazon CloudWatch. These insights can help you 
react and maintain the efficiency of your application.


Using https://aws.amazon.com/cloudwatch/, find out how 
Amazon CloudWatch functions.


©Beyond Smart Cities Private Limited 


